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Abstract

Abstract

With the further development of science and economy, there has been
a rapid growth of campus networks, and correspondently the security of
campus network is becoming a major problem and is drawing increasing
attention. The dissertation focuses on the network environment and
external threats facing the campus network of Business College of Shanxi
University. Apart from the external threats, it also faces some threats
from internal factors such as some of college students, who acquired some
professional knowledge about network, are eager to do some kinds of attack
the campus network as a way testing what they have learned. In my
dissertation, a way of a honeypot system based on the sequence alignment
algorithm, is utilized to fight back attacks internal and external. By
doing this the following purposes can be achieve:1) collect and analyze
data on campus attacks so as to diminish and eliminate networks probléms
and safeguard the security of campus network 2) The collected data can
be used in the future teaching process.

Security of campus network is a systematic task, where security
strategy based on core exchange plays an important role, only by
allocating network devices, and Fire walls. intrusion detection systems.
network antivirus, honeypot systems, can we set up an effective, secure,
and dynamic net space, and therefore provide secure teaching and studying
environment. Based on the specific situation of Business College of Shanxi
University, specific objectives and related management principles have
been formulated.

This dissertation, based on the model of network security management
system, designs a honeyd system based on the sequence alignment algorithm

to defend the attacks from hackers. Honeyd is a daemon which can create
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virtual hosts on Internet. We can provide any service for the virtual host
through configuring the Honeyd. In order to enhance the simulate
capacity of the Honey, people always write script by hand for simulating
the network services using the plug in interface provided by Honeyd.
However, due to the diversity of the fingerprint for different operate
systems, the script can be used are very limited. We designed an automated
script generation model. In the model we don’ t depend on any known
information about the daemon implementing the service, nor about the
protocol, simply simulate the real server’ s response through replay and
obtain the useful information from protocol session. So we needn’ t write
the script for the service we prepare to simulate. During the
implementation of the model, we use two algorithms: 1) sequence
alignment algorithm, we use it to obtain the semantic information from
the protocol session and then simplify the converéation state machine;
2) region analysis algorithm, which is a new algorithm we provide in this
paper. We also consider the conversation bytes which are frequently appear
always have the special séﬁantic information, so we use the region
analysis algorithm to simplify the conversation state machine again. This
can improve the effectiveness of the model.

At the eﬂd of my dissertation effectiveness of the system and model
parameter have been tested in the campus network and the system has been

proved effective.

Keywords: campus network security; honeypot system; automatic script

generation; sequence alignment
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m%ﬁ%%ﬁﬁﬁ%ﬁﬁm#,‘EET%%*HW@M%%,%*ﬁﬁ%@%
A — AT A BB R R A

WEED IR R DR ER A, T1E S A KEEE, b REREMNERD,
SR RERK T BHERRAIEL, ™ERME MRS AR RS, EHE
A BA MY R A R AT HR B ATREE T BB B M 36, FURHE AR R G 015 148
BZRBENXNSEE, A BREEEIAFmEF.

2.3.7 ZEBFAER DO _LIESEE 1P #0 MAC Motk

IP #ilk I M AE ¥ A 5, T MAC (Média Access Control, a’}’}p"I’ij‘j jia) 423
HD) HhFEEMFS, WEMER MAC Hbhk2ME—BER. FEitk, A THIE
AR SIEATARE 1P 5 (Bl an ik AR B A G2 B IP sthhik, DAFRZSAUFR A
f58), o LUK 9S8R5 i 1P Hhhik 5 MAC Hiu-gR e, HAEEEKT 1P Hit,
R MAC 3ty 1k S UG T 17 225 PR 2R e 70 EL b TP MAC ok oM — R e, T LUIR
3 MAC ik 5 {3 1% MAC BEBERI R, BEMEHIEEEAE.

BT, SRR MR T MAC #hbt 55 TP shhkIgR e R . 4 Bl ko (5
B KEEFVAR DT K 38D R T B IE M4 R IP ik s, thEKET MAC
Hitik 5 TP Hulb R SE ThRE . IXARSRTE MAC HbhEFN TP suhik T AR 1E P9 5 TP #ofik
WA,

2.3.8 mEMNEH

M RBHNER, BRI EREHABERRRRERESHEEE
R, MUK AR AR 2 B 52 & ML EHLAGTE £ 5 ME ) & 1 B LB I 17 i A R KG
W FANEEENEERRANESS BN VHITA 0. EREMY
RABERT IE AR RIRE A N, T L H S R R K B R AR AR,
SR i BRI, AR RN ITIE R A PR &6 . L &0 —REIT Tl 9 50F
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b Tl KT E R0 48

T7A 75 T o 25 6 AR Y B TR R AR R 2 SRS H
2.3.9 HFEEFR

SR Mz 2P MK EEA TR A SHRE, EllZeFHr, mRkE
THEMNEREHHEER, ATLELEEMIIEE, KAEBERE, &
SHR A RBGEHE, FRAHEIRIK. T, BEES—AATLLIBITE windows B
Linux 33T i H SRS 2 KA LM#E A 3cdemon %5, e LATHNL LI E R H
AZIEFE, HI8E syslog RS 2Ry IP Hudt,

2.3.10 BRI LLER

XA R %4 BANGETIRS, MG MRE— R EREEHE R, El
SRl EA T PR R RS R SR 3 ERLEF IR, A A B S AR
e A A s SRR 52 1 E BB R S AT A M L
AR 3. |

BT H MRS i, BRI MR BRI, MRS
MR & . XS TS FERI R IR 24 MY, AT HH
REAEGR, CABEETS, RENSHEEET,

F-WE: FE—BEFR

FoWE: HE—RERSEAH

BB BRI R TR B A

PIMEL: A3 RS

BENB: HE—KEEG

BAMBL BE A ENREREELER K

2.4 BEING

AEFENAT ARMSEHBAEET R, X =MEERT M 55K
TARRE RS B SR In LAGRAP o P 4% R 4 ZR G0 R A B A A 55 2% R e I B MO AL AT
g & X 2.3.5 PXREB[BHRERENAL, £330k T —HFFILLT ERER



S 28 B LEERTE

%, WERANMEERIERER/O0T, RERARIABE, ATTRREHRE
HITE M CARELAE, (83207 B EINE & B bR L bt i, BE I RN, M
—H. BT R. T-ERFENBERIAR.
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B3 % BEAN LT ERENLT

FIE KREAMBZEEHASIEIT
3.1 EEFAHIA
3.1.1 EHERMER

EREIE R “ERR—ANRATE, TN EETRIEN. HEfRE.”
HE XAEU FHERE:

1. EER I E SR E AR E B, MR S B B
RBHE X

2, BERFAEIMERMEMRY, BOERRRRBAR RN S
HTB, KB AR AR 0

RO R RET AN, DUbRESGE, R LRS RET
Kiti, Blt—& & BNERIRIE —Thee: RAWH. FAERS. RN
WA Fl WE. BT HODREISEERERIE, HRR AT & i

DB BEREFANRE
BEEMBZEFETIALEWNE 3-1 BiR:
Bk EX T
%
&
s o
wr | |Amemgs| | me

B 3-1 B S T2 TR P AOALE

Figure 3-1 honeypot network security resources in the location of

3.1.2 BREM &

(—) ZIWAEBHDR
LRMEEN, HHETUS A RBEEENA AL ERENE, KRB EEE
ITHTX REBHBHRMIr, BLHEFRLERE ARARTUN BEL



AL Toll ) TFM 12238 X

FHTEBRAN, BEEEOREITR, TREBEF R 0LET AR ®
FiE, EERBRTHBEL NI NTLEEINI0OBRESEE. B
AEREETFA BB KB FAE H TR R A5 T, 8%
REEMTAR “ERTABE” FiblNBS - RENEAY, G752 &
B H7E T h— ML 2 2 5, EAERIBE . B AE Bt R &
£ BT I R B B TE B TR 2 T . — A B R R 5 E, T
ARFEEEARAKEN T, RERKENT LY EHOEHEIRN
DTK. Honeyd!**% JF-& T B #1 KFSensor. ManTrap % — ZR5IRIR L= @1,

(=) HURE SRS R AR A%

B AT LU R LA FL R BB B9 R E A R L 2, TR
BT RATER TR G, SR LRSS SRR
MSES, BEEMOEDN, NEXAELE, BXLE@TSREERDA
B ERT, EHERCHERT, RIEWHEENSEERH0EEY. &
ST BRI BB I BRS, EARHAIA T BB 1 AR B
BT k. IR EE— R T A A, 7 5 B 5 1 ManTrap,
BT R H . (RS — IR e RS RS, BASWER
RSB, 1B B BB M RE S AT B B BN IR, FIHEE R
B B 1 B U IR, R e TR L S 2 AL Rl
B, B SIS BRFTIHBINIRL (Fingerprinting) (55, 7=& %
R TR DT,

(=) HUREIF H4%

B T LR B S K 4 T R e e . T RIS
W% FEZEN RN, ETEESCHBARS, RETSHRS, WEECH P
Mk, A0 U i — G LSSARLEY, X A HLER S WIRLR i B ) R 5
HIR, RO RS,

3.1.3 EHEMER

HHNER T ERAETI=AT7m:
1. @ UIERER E LS Es)
LG KB IDS HRFxf E B R, ARETRBI R B, FE3I
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3% RRANTARE BRI

FERARZFT, MEREEFRNKER S, iU AREEETAL Y
L THERS. ERNEROBIE 2 IBEE NS FEMTR, Rk
TR E MBI, W8 TR K, ¥ET I3,

2. HRUFBHBELTER

BT HENMRMUE LM RGN B SR RS ANER, BTk £
HfE BHMEEHHHERN, BAGERERK, BN LURE K 2 B R Y I
Eiop

3. HRTURFAONEH e

HTEEAS TRGHEMNERS, EAREEZBEPER THKHME, W
SE T A R BN RIS N R R, X7 — ERE R s/ T 0 M 4 T
TR .

3.1.4 EERMLBIEE

(=) EERMIRE
1. HIENE .
Y18 fk%EFJfcé?ﬂéﬂﬁﬁlfﬁB"J*’l‘?)ﬁ%ﬁﬂ@%%%ﬂﬂ‘]ﬁﬁ*33%?%EEHf.HE
KRR, REANRREKREIN KB, BEHASAS. REAEHAER
BMAGH RN EERR. CMXLHEENELERN, KSHL/LE, EEU
HHAF R AL, NhREBEMENEBIEERE. MEEKENEEERD, B
REEER, BENMESIET JLEREFIRIE (EHRE AP ST D)
BE, AEFTXSALR T i) &R R ARIEM . TSR, XEHIRERIMEAH. HI. K
&, MMEIEE .

BT LORE. B e RNIRETENGE R, XBE RN 8K K45 .
Bl4n: Honeynet Project IR EHEMIIEE HHL, BREDMEEAT IM.
BAKHEERD, ERATHFEREEEHRAEEIIITH . X LB AT LU R4
TR, GRS RS, ERHAREE. SMSENFAERHETHE
AN, KRB BE BB T o — . dramE R,

2. B

HRLZYREHALFTHIGH S — MR ERFENRS, FHEERLRERN



Al gt Tl o TFRA L5108

FER . Bt B KB R AR HON R, THRLBIEEWFERES. A
BN RSELE S FERERKTERSIRE . XL R M R ERL.
R o B T B AR AL O R £ 47 AR D, — RIS & L IFAE R B L.
TR T UL OMERE, TEEMSREAKIHE, FUREERTHH
R—— 2 EM RAM. Bi& CPU, R RBERENEERATENREALHR
¥

3. fRjEtE

BRAEER DS —REPFESINE, REMNE, REREFE#RE
RMEHRTUT . HF—ARLEMS, WER, K TARTEEmT.

4. BYEEIR

4B K I B B IR 2 TTAMORE, B A O T SIS .
BARH LS T KERILER, HREEZHETRE, B2, mI1SHE
B BET KSR B o AT TR T S 2 RB IR T S T 4 R B I A2 R 937 ok 3
B, FREEDTHAMAE, TROSHTRINEES.

B, BHEHESIOET X ESOIEH & SO E. BdHRREmRT,
FME LA ARG T 4 72, 70 EL A B Bt 32 4 YRR BEVE th R TE R .
RBREENAREERY, EESTEVHABRNRNELE.

(=) EEEMEE

1. BAHE G —

2 HE AT OB R 45 BN IR RIR S| WA R, BEEEEEK
IR, MPERBGEENER. BERFKRIEENEN, EERGLER
W RATEE T E R R, MXEENERNRE XZRETFIHREMN
MR B i EAR RS HHRS HA XH ER, HERE— MR RS
Bt F—E AL, EROEENEA. 3 %EE, AXFETT
B 34 U A R

2. MEFRE

HFERRGREEMBENFONE L, BEEERARSEE, WS E i
R4, 2WEHERSE, SHEATERRALERAREE .

3. B

HTFE#ESE BT WIFERT ., FRBGEEREN D ERENTE, X&
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GRRGR G S - Slinlsdas

FFIERMAT AR RIELD. Blin: ZI s E @ e —/MERl Web AR 25105 R,
IEH B Web R4 88 M E1%— AN AR HTML 18 3 B 08 R450. (85 R
H) Web i 55 85—/ HTML fbnicBH4E T, it % “length” ¥¥AL “legnth”.
BANMEFRN R AR R —MER B — MR E NS R B RSB A S
W§§OMW:~¢%ﬁ$%%ﬁﬁ&wnmwwm%m,@%%ﬁﬂﬁmm
Solaris A% % HUFFIE, XL IR MFFIER AL T 2 REAFAE BOBRIE o

4, R

—BEBWRE, RETREIGEERA, RS, BELBRERAS
HIBRER . R A ERRL, OVERULAMRE, BRI R b A R
ZHPR. MRXEENERERL, TEAE—MAERERS, BHEET
BEMUR R root AR, FIFHE#AHN RERAL K3,

BEU LM LEHER, —HH Honey R—&EHELELHRRAMITE
P, MEERERAFERES LESONER, XREEFEN TREBFREFER
CEATARSEEMME, EREARTICR TAREN—%—3), RATEE
REEEH RN KANREHEREB MR EL, 454 4EmEpiE. B—Fh
S TR1 Ay 55 K 58 o3 B RO ES 55 e, BED g 5 K B8 A6 2 ST 2 TF .60 fe e 00 0 4
R AT, MRANEE RINF R BB, B K55 R R 00 2 b 2,
BB KERTERBR T, Bi kRPN ARG LB, BERREES
HERIDFANREFATHRNBEIR, B 2455 KR I F Nk & F TR .

3.2 EiERGERZIT

3.2.1 Honeyd &Rt

Honeyd BE—MPMEERFFEATRIBRERAIME LA N, XegilE
AT AR R R E LB RES EIRS, AR X M T LMEBENERNESL
AR B E RS iz,

GNU (General Public License) T &#f Ff {4 #) Honeyd . B4 A
B Linux ¥1ER %, T LLEBITEE BSD (Berkeley Software Distribution,
{8 SEF #cA E4) B4, Solaris, GNU/Linux ZHER% £, i Niels Provos JF &



Jbgt Tl K% TR LT E

M. BFRRA L 2007 4£ 5 A 27 H &R #i#) Honeyd 1.5c. NAT windows &
%i ] Honeyd 2 7t S 2 I, H. 7 K % 4 Mike Davis. BHThR 44 windows ports
for Honeyd 0.5. iX B FEAEHE K linux £Z K Honeyd 727,

Honeyd 7T LUE it $2 45 B Il S PP HLEIR IR B T ENLR AN L 2, ©
AT LLUE IS B L R A RIRE B RS RBELIESM R A B E%E . K29 Honeyd R
HATM R RBERL, FERERTHTENE, SERNNAENMENREENER
HB A PR, BTLL Honeyd il E ERAH ¥ RIEAE LN MME T HEBIL
T i, S 25 HMERXENERAE -EHE, HARIhaeEAER
% SRR D> P % Bt 15 BIRE R4,

3.2.2 LKBREREMNERFANRIT

WAREERHMEZEERRPESRITERTERERZE. A T RRBHENH
SRR, AE@RRLMBRITET Honeyd REE. AFITIREERFM Bt
(—) E#ERFEHIR TR E SRR ) &L
1) Al A3 Bl i 0L 2 W 3048 | N3 Honeyd F4L;
2) WHAEBEEN S K EEE L ZELAEREELRIE honeyd EHL
24
3) WA RME R R 3R
4) nfa X #¥ Honeyd AL W 48 bl 5 Fofh RGP Y EHLIEMS
5) QAT R M AT B A B AT 09
6) Al {5 F R 215 S AL B AR ECE Honeyd.
(2) BRRGZKREGH
WABRHFERMNEZEERREBRELNAGERE, XBEHREEER
. PRASKS. ML, MESIEMTIERHMAY. WTE 325

7N
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BT RN CSEERN LT

(IC‘T;{P) ( 0 PRELED)

A

4
HED

o W)

B 3-2 Honeyd AR &5 E

Figure 3-2 Honeyd system structure

RERZFINBELHPREOSRBHTLHE, HEPRASRBETL
BAWE P ANKE, BHANRKA. Honeyd FREHMSEZ: ICMP,
TCP A1 UDP X & FE K 3 FHEEM MY, #EiEA HEERBHNESEREHE
o

EHFE LB, SRE|ESNEEREERITER, UBRI—ARE
HArit K AL E . iR E AL FR A EWE, RES KA BELIR.
EEEWERS, MMM ERMEIESHETA AN IR,

SHMBEMAERZ ICMP BB F. BRAMERT, IENEREE
#WE WM echo 153K, FH HALHE “destination unreachable” 4 5. HAthigsk iy
FERBTMESIBHEE.

XfF TCP M1 UDP &, Honeyd A AB M FIFERSHIERE . XBRSE 2S5
RN FHAZ R, AT LU AR AL\ i) SR BRI 30 - AR TR AN E )
BE— it 2, Honeyd X FF £ Fi(subsystem)Fl P %5 ik % (internal service), F %
GR—ANBITEFRNEUEENLREE THNARER, TRAANSENHRE
R B B 2 R S PG I AR BURR B . — T REEAT DASRE 3 1 . BEMCERERIf)
EMGSEE, TRARENMIRIBITN, TRREUE—4 Honeyd P35
ZATH) python HIMIAE . AEREERMEEL FRET D, BREREKEE,
. DRERIEM TR,

UDP ¥R HEAGBINFRERF, JBREI—REEIXANR O



Al Tl S T F LA i

RSO, 0 REAMELRE R R ERILNIE, RESRE—DMROR
A[IAH B .. EREROAATEN SR, RELFMEBS TR traceroute
K2R P 45 K o

B T AT AR ST B AH R 45 HiE 240, Honeyd S MR EE M. X
FE T DL R AR, T LR 5 P B i I AN S B 2 (B AL S YR T,
B Attt 55 B AR ). B TS RATR DU — AN B BB i IR &5 i
kiR B — B LIRS BIETHIRS S,

ERZBEIIRME L 41, BREL5 M MESIBLHE, MEBIELE
BUSIR R A, (E8 MR A E 2R R E MR RS ML R &
ey

FREIE RAMNMER LB E A, XSRS NERaRAES
B R B A R TS et 3 2 1 P — B R 25 35 80K B T, 400 Xprobe. Nmap
SR T BB O SR RS A, TS BN AR B AR R SEME B H I,

WERRG R, ERIESOARNN RAERBHREEREERN. X7
1598 R 0L 2 W AE B AR 1 1% B 8B LS WL — ., BB RS TSR S MR R
FGHAT . BATIRZ A “ M7, R S T LU T R
f “AME7. B REHEOERARBICETEIANE LS ES, FENR
TR HR ORI BN B AE RS I AE o

EHERGBL BB ERNEIRINEN . WKESERNEERS
#F Honeyd iR, RXHFHMMMSHIMEN. LERERBI— IR AN,
BMRGE ST EIT A, ERREIE B P HNLs, TEsmdEs,
B th BB & T B B SRR S A 1A AR R R TR EF SR, Bt a4
— VB Eh 4 0 B A AR S 4D R B TTL (A0 1 884 . 24 TTL {EwH 0 B,
B BB R IE—A ICMP B B4

AR EBERKMEB T Honeyd KAHEE NI EHIZTM%ES)H
(77, ATLMER IR S F A i R S RSB H &, ST E R
A TSR A R R EE RS I E R, AN, REER L
S8 KA B 5 4 1 Honeyd 4875 B T B M4 B
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B3 F RREMTATEEENTT

3.2.3 BEIMIATEER

AR BIHERT, BE#ERGEMERIRS B[, FEFIHRS MM AR
FHE, MARRAREFHRSWEAXEER, BREFB—MENREHE,
i ExF—2E AN, kD> ERIEA, AA R E T -6 B3
RS A PAEEIES Honeyd MIF R4, B 3-3, Bidn R4 28 FHMIEHT
SHTRRA BRI b, TR PR RS A, P IR & A A
BRGH. M T —RONRI A BB

=Epzif
D (= W

4

Honeyd
R4

3-3 Honeyd 5 BIA A AIKIKF

Figure 3-3 Honeyd scripts and auto-generated model of the relationship between
3.3 XE /G

AEMERRTHEERERRZNEL. 5. ERURKS S, Eixtitk
KIFUZ 5 AN AT 5 Honeyd AR I KBEFERME L EERREN R
HREE., BREH. EAE.

TERAEREN R BRI, ARG, B ER RSN
M&ERR, RSN ARE R &EN B Z EHIRF, ZE1EHEY
F ERIFFFILX TR & E SRR o 38 U5 B, A HEAH B XU Bk
&, EARREYBEENL, KREFERSAREH— MR ESTEEFRLER
BHEXRBZERAEN, KB EEFEE T RELRINHERAF TR ERE
RS ARHIE FERWEE, BUCPRENSATR . BN LE N B
BRI R T i



%4 TERIEL AR

£ 45 FIELERMAERIEIT
4.1 R
4.1.1 #HEINRH

FFEIE X B RO AR T LU F R A4 . Honeyd RIB{t—2 B B IR
%, XL GBS MU BR AR DS, #A RGN BIR MRS 5 4R 517 64
DOBUEA, —H LIk, KRR REN K& 1E KA E N2 ETF THE WAL
. BTk, ZHAGHMAR LD, R —LERNHN, THMAR
Bh. BTULRR, &38R T —FEE% A Honeyd B A K B # R4
Xt

4.1.2 BEIGEMIR

PR 51 % 25 08 R S0 MR 1 R AE B R AT 3 i, R i TEZE 3R,
FHRSHART, Ao ElE. FEREEYEERRE—ANETH BT
I BRGNS S R — AT R E . B FIE 8 R — R
BE MBI R RS, T, RATR BB 0 eR B T i A 5l
FEEITT, T BT BT B R A BT AR 5 4T 1 _E A% PR 1
Jl . BRERMTHA TR ABRA R LA TEHEE.

FRRIbL B R R A AR O S R4y W LU T = 55

(1) ZEFFMRMIM% B —4 PC /e N B (Honeypot), 3 A#iZkZid
X & PCIFTEBIRE, 3L topdump STAEMFR A . WRIXE PC R TN
B, RSB OSIRaEE.

(2) MHERNATRSBEEFHLERER, FA—MREIKRETX
BAEE R, RIVESMAFSO BT —MRE.

(3) WRAHFBRMA, BibXMATLURME &R EER, Ha
WA RE A

LaR, P R AR E SRS O —ASE L. RAVESINRS 85
BHFLEOERME, RAEHNESHENR . ERRAHIS, FHTR
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Ak 5T Tl 7 TR 22448 X

B 3t EERRAIE SR FI R 88 XE R, M FRRFI %W, (ER AR
7 R4 U5 R X430 0T BB 92 R R T B o HOARF E XUAR R AT (R 2 AR AL
F ek

4.2 FFHItEx &%

P51 B X 85 25 5 TR e PP BB e M B W AR 3R B B B
BXER, BEEMAREXERMEREH, NTELSIEREN, X—PxH
KEFERREE, FUAENMBERRERZE, LM SE R — MR E
k.

4.2.1 FHHEEE=

FEI L LR A B 2 B B LB, b RS BB
KEAHTH 5. % BRI L A B PRSI s RO BB LA . AR
4 4 4 R R 31 H R R 2 B 4,

FEAM AL

1. G IER R

B IR B R R RBIANFIIZ B AR RS, BEEGMOR, MUk, B
RN ARAPE B o DR BE B BN R A (] B — 7, B 4-1 B R U B R
O Z B MARMEAR RE . flt: LRFFINKERSRRR, RAEHERR
™, REBFITENBFREALT (REPFIIFEREL 7R -2MARED,
A SBEENZMERRAWE 4-1 Fios:

X1l : 4 C G T 4 X2 : C GT AT AT -A T A4
Y1 : C C G A 4 Y2 : C T AT AT AT D 4
IEAREE. 2 WHIBERS: 8

B 4-1 PPEETRER
Figure 4-1 Hamming distance
WREFFIBEGIA—A “-7 FF7, BT EEEFFIEA -7 RER:
52 AT BN S X N E R AR EIA 427 &, X,
Y BN FHER M FRFE HILLLT 4 g



554 7 ORISR E Y AR Y T

(@,B8): A “ILEE (Match)”, fXFAHR FRFILA;

(@-): ¥ “MiBE (Deleted”, REMEF X PR e, RRRERFF Y
FHiAa;

(@, B): Fik “##e (Replacement)”, {REFFH Y iy B HHIFF X FHa,
bR a TET B

(=B): ®A “HEA (insertion)”, HKRIEFF X hIEN B;

HI AT LB HZE X RIS MR () RIZE Y R BIEA ()
RN, BB

X2 : C GT AT AT AT - 4
Y2 : C - T AT AT AT D 4

e, 5T X2 K, H— Mg E delete(Gm) g— A A b insertion(=, D)
F1OANLAL. ATLAE M, ERIA “7, BNT 4 PHBRIER, #% TEXAE
BRI . WRAS MRER T —E AU Yo, bt EF RS A
R SRR AR HOAR T RO e g g 9 ,

Bltm: BB wa,f)=0; wla.f)=la=p: wa)=w-p)=1;

X2, Y2058 EEEs Do =141+9%0=2

2. PRI

SRR AT R b RE AR B S B W R R R Z A £ 5, 2
KRV MR FR ISR FREFIZ AR ME, UUBRREFIZ A
AR . AR EEE B FA T : M T BT — R B 2 A
KPR 5E BT T P90 TP PR30 B0 E e 51 75 P S EL 2 ) B B
B, R T FFFIZ AT 7 2 AR LS M Lt 77 R AR, B3Rk T M
PR T T AR, REEMREEFFIZ ARIN ARSI RS, 2
BN FEBUHER HReT,

4.2.2 FHILEEZBAE

FRFILA HERRTE S E MR E R ENE R B 0.y, TEBRIFAIRZANF
8RB BB AL EL s B A B S AN S ARF o P B 5 C A 3 7 7 B
A =7 KRB BRI B ZIF51 2 18] 9 B K AR RS

FEiZEET, MREEEHFE XY R ARALNE, TTRESLEHENR
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JE 5Tl )7 T F |40 X

MEFIRAERMAMEE L, NBEMAITRTTER, IR LM ITTE SRR K
B SRR AL -

BEFFS x(0Am). y(0An), FHBx . y,HARFFH X Y FHRIEA
. BRAAECLMETHEFEI x0A) yOAj) (i,j21) ZEFAREZ
B BRAELRT, TLAHL T =M RRIKE x0A) p(O0A j)ZIHHIELRT:

1. EXtx(0ni)s y0Aj-1), FEy AR EH

2. Xt H0Ai-1). y(0Aj), 7Ex ALICEE—ANZHE

3. Xt x(0ni-1). y(0Aj-1), x5y LR
PO RIRIR AR, MATFEAT —AZE, KT FFFIZ 0 B
B, LB ENEE R 0, € XA~ T E g, TE=F 77Ny A
B, FTLCBRERE 0, 8 X — DR pli, 7).
| FEAIZ I A B R A R R R T
sim(s0n ) 0n /1) 5
AR sim(x(0 A7), y(0 A ) = max{ sim(x(0 Ai =1), y(0 A j 1))+ p(i, /)
sim(x(0Ai-1),y(0A j))+g
AR
1. g AZEWITIS, Lx 5y MEN, pl, /) WEEMIE, THSHBAEE
it it o3 4
2. R R RELLST: B4 2 sim(x(0 A i), (0 A j))/NTF 0B, #5 sim(x(0 A1), (0 A 7))
HESAH O _
3. %4, 210, BEHE sim(x(0Ai),y(0A j));

4, Hi=08 j=0HKi=;=00, HHBHFHDO, B

sim(x,,, ) = sim(0,0)= 0

sim(x(0 A1)y, )= sim(x(0 i =1) y, )+ 0i,=) = sim(x(Oni =1} yo )+ g i=12,--,m
sim(x, (0 A j)) = sim(x, (0 A j =1))+ @, j) = sim(x, YO j~1))+ g j=12,-,n

KRBT A 5.t 2 [ OB AR AL LR o
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B E—A g M pli, j)HERFEAFF

X :C GT AT AT AT 4
Y : C T AT AT AT G 4

LM BRI D, L, RERIGH AL

OAnx, =
i42%g=l’p@ﬂ={

% 4-1 5% x, y 2 (A B B AR RE

Table 4-1 The distance matrix between x and y

y"}ﬂa‘mﬁ%%ﬁﬁéﬁu[i, Ji
IAAX %y,

1

ji=lof|1|2|3|4|5]|6]7]|8]9]10
i=|-|-|C|T|A A{T|A|T|G|A
0l-l@|1]|2|3|4|5|6|7]|8|9]10
1t{cl1|lo|1({2(3|4|5|6|7]|8]69
21Gl2|m|t1|2|3|4]|5]6]7]|7]|¢
3T (32| M|2|2{3|4]|5]|6]|7]s8
4lAal4|3|2|m|2]2]3]4(5]|6]7
s T|s5|4|3|2|m|22]3]4]5]6
6 |Al6|5|4|3|2|M|2]2(3]4]5
71T 7]6|5]4|3|2{@W|2]2]3]4
siAa|l8|7]6|5 |43 2]|m|2]|3]3
9|lT|9|8|7]|6|5]|4(3]|2|M|@]:2
10|A[10[9(8|7]6|5]4|3]2|2|@

Wit B EREFILLH R, RATEEBEFT 0Am). (0 An) 2o EIRAE AT

X :CGT AT AT AT - 4
Y :C - T AT AT AT G 4
PREE R 2.

AUEY, ZEENERREERTIZHRIMNAERFZHRE, ZRE/D
HIPIFFIHEFILL R o 4530 245 1 I E B R SR I B & P RT3 K 1 B 55
o B TARIREL, AR EZI A AMERYE, TR EFF e
FRAOMLEFT, BBZERTHENER, BEiBRANT, ER—&RE
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ALt Tl ) TR - 52 418

g LMERMEERNERH RS, WK &iEREN. THFHd
NBAE RGBT

4.3 RFEINRERRBIRIT

FPFI xR SR AL RO i 9 IO Th e TR B AU R R
WU, RAVLE AR BIA =ik, i 4-2 BFiow:

TCPDUMP L4
L 4
B ]
s o manewm e P
SHE]FM# #H‘L:ﬁ
~ | BxE
RN }* LR
J | HeH
R &
EHE '
ﬁgﬁmq{ WEREHL )
mm!am '
¥
( et B
./
\4
Honeyd® B 818 %

4-2 DRERHR R
Figure 4-2 The relationship between functional modules
(1) HEBFIERESR
RS tepdump S PRI IE(R B, $RRRRL B 9 AR BT B BA
5, REERXLXEELNEREY, EXNMIREY, FELSGHIUROX KR,
STEREFH KB RTER.
(2) REVIRILER
SRR E A R E RSB ER B, MR SIEREL. BB 21ERAN,
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BRETRES. RESPSEIRUENEARKR, LUE T3 R4 4
WA o

(3) REVULIEHER

RN EMERREVHITE, —FTHESFILNEERERBSE
BHEXER, —HHELXES T EE ARSI P —EREEER.

(4) AR

ZHBARIEAL B AR EHL, 7E honeyd TAEIFEH, A sEm KB,

4.3.1 HEPFIERIER

EANMEREERM tepdump XHFFIRINE S . REBZAPSIERFER, Hi
RSO X L(E B2 AR EE BB E] . 430 HIRE TCP il &iEE R, Xt
TCP thil MBI RHTERE, NHBITHRFAETH.

B BRSIE— AR EIR. — M BT B RS B AE A A
) — A F . —MEBTLUE LCHR AR AN T RSN FHES (TUR
REHBBNEF, WATLEREFEIRES). —A TCP &GN —D—NH
BHMMEFHEEER XMEEFIRARBNTUMBIM R P RRE B[ A S
e — M BT R FE LA P BIR 4558 % HH T L B BB R SE L

THERMNBER TCP HEFIHTE:

BHEFEE X — MU EER S tepdump ¥, FEREF . RHFBLZ
B &iE. BRENEENT 8 DS, EEFLHE TCP WEHRAM. 5
DA LT R ¥

(D RNERBCEFHMEIEMHE R, Lwpadl) ACK(ACKnowledge
Character, HNFRT) HIWARITERTEER, BRI EBHEATEE.

(2) —A TCP &iELUE—A SYN (synchronize, #FES) BFH. AF
AHH SYN B4R LEMBIEEW, ENFHEERNASERE.

(3)—ATCP &iE LA —/ FIN(Finish £ &5 )/RST(Reset the connection
BIRER) 4R, SRENFPH—FRELREEN, BITAANSERER
I

(4) TCP BFHIFISHIEARINF RN EANRS S, XHEF
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JESET Al JOFE T AR |54 08

BT LB A TEREERTALFHEES, IMELT, ERENEZIN—
BEZTR, FEMNERTUERT .

LR, ETXSRRSTELHER, LURBREMNFEREEREN, FA
BERIEEIRIRIEE, THEHRNFIISHEEIBFERE M EE AR EE. RE
XHE, U ARIRK, XIAMREERTT UL R E.

4.3.2 RISHEIRR

A, FIZER BBASIE BRI BRI BT, B~ REN. R
BHLHLFREA R, BRF—ARAT R [ A — RSN EE. RITURS
BEINA % P — & B —ARE, % P IERS BEIRE & i —MER g
B X IRS BRE P SRR — A — R B B, ZEXAME SR
BOLHPRANL, FEHFER, FEELE, BEMRE. RITLFE X —EHEL
WRAPRAHL R WEMRE RGOS E K, 4R, RERE, SERFE
A ROBAT BIA R A IR 52 PR 55 38 L AR 8 R — 2

EREN S, BEUHH—MUE, FoRBHE I SEI MR b 2t ix M
BIHRH. B4, WRRESBH—AENYEFMESNENXERER, S04
BOMOG R (e WD, XHERT, —MRASEEEMEE. HREK,
% P — N ERGBEIRE SRS K EIR A, RRAENLH, WR—KILTTHE
BUAMRS S B EATHRE (1 433). Fil, REBIORAFEERE—
BAR . F R EEE TSN MRS . HIURSER S B — M BRI 5
HE.

J TR AR, RATRATHEABRME: —MREEBNREZ MY
HARSHBREEE. B 43 FIRA—AMEROREN, B—DRE S H—1
RGBT E, MK, MBEEEHEETH, P GRER) B R H— VLR
B, MEXARARKHNE. So 4L Cl C2. C3 AR REFARMGE S5
kB, BADEESFRNGREER, 0, KERATHRES - RS
SRS BWHA.
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Bl 4-3 REHLA T

Figure 4-3 Example of the state machine
4.3.3 KN L EER

TERBVE SR 2 T R AN, BELREAMENX EHER, X
HPRAHLE RS XH48 E 1 tepdump S, B> —RtE, ARECEAEMER AL
AT R HITHIESR, Brel, BATEEUREHIFER A,

XAME SR R ARSI O RS o BATOVRANUEE SR S 22 L A FLRE AR A
WL, 3FEBIA—EE MBS, HATHMEE, —MRFFILEE, —4
BAC 8 I R B BT X R A, 8 B — ML EPR L
AR, RITE—DBRMHEE, MMUEEREHFTAT, TEEERE
FiemtEm 7 iE

T — M T R 8

— /N faj B B R B P (Instant Messaging Protocol), H{ELHITE B IE 1
k. BATATUES, —EE5REREE, EPRET 24HE. 8 %HE
TERANR AT — & NVIHRRA R B . X8, WIRRER LS
P2 RAIE . XA RPR AR TR, REBE— AP 4. FIUELE
MR S i) S A R 1R B — B — AR

BRI R ) B R R E T RAVZM T B MiE FR. sk, EmmslF
o, HATE AR AR &GN EREN R Y, —%&4: “GET MSG FROM
<username>”, —% H: “SEND MSG TO <username> DATA”. B 3ATEAE R H1
BT LM ER T BaEMAE, iU, FE-MHRARGEBRFIEEN
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AL BTl S TR LS50 X

IR S B X B R R AN R E o, X ERANTEE — AR R R
B HIEM R R ERER L.
* 4-2 EDEHE BN

Table 4-2 A sample of the Instant Messaging Protocol

M HE

1 GET MSG FROM <bob>

2 SEND MSG TO <john> DATA: “Hi”

3 GET MSG FROM <marty>

4 | SEND MSG TO <ken> DATA: “I"'m coming”
5 GET MSG FROM <corrado>

6 GET MSG FROM <liz>

7 SEND MSG TO <bill> DATA: “Be patient”
8 GET MSG FROM <robert>

9 SEND MAG TO <diego> DATA: “Sorry”
10 SEND MSG TO <miki> DATA: “It’s beautiful”
11 SEND MSG TO <dan> DATA: “See you”
12 GET MSG FROM <rei>

(D FHtEx ik

B 5 AR e I a R AL, IRTETE X LARMIA, BE#& I —HERE X
AR, XERERNT AN BR P RIEEE, FHTHE. XM
B 2 S BT (Protocol Informatics Project) PSIFTmE A —AN A . Al
% T A5 B LA EE DNA 51 H 454 977 51 EL e SR #EAT B i iy
Wi T, Pl AR HHEERRET TV TER, TRIULMR
FKIHFE X EABBUTE B, T LT ER AL

KA 4.2 WHBHFFILEE, 7T AR—ARE R B G RR
BTN, HEAHFHBEKMICARHEFIFS, AiRAHEEFRIERE
B (ltn: X 4-2 T GET #§ EF SEND {4 8). XK 4-2 " GET HEHILLxt
ZRWME 4-3 Pin. EHERER T HMEEE: GET. MSG. FROM HAEFFItL
MHIGERBN T — LR HEZE.



74T RHEILREE AR

#4-3 GET MBIl R

Table 4-3 Message sequence alignment results

0012 x47 x45 x54 X4d x53 x47 X46 x52 x4f x4d x3c x77 x71 x72 x61 x66 __ __ _ x3e
0001 =x47 x45 x54 X4d 253 x47 x46 x52 x4f x4d x3c __ x75 x73 x65 x72 ___ __ x61 x3e
0005 x47 x45 x54 X4d x53 x47 X46 x52 x4f x4d x3c __ x64 x73 x61 x66 ___ _ x61 x3e
0006 x47 x45 x54 X4d x53 x47 X46 x52 x4f x4d x3c ___ __ __ x68 x66 x67 x68 x66 x3e
0003 x47 x45 x54 X4d x53 x;17 x46 x52 x4f x4d x3c ____ __ _ x6l x62 x63 ___ __ x3e
0008 x47 x45 x54 X4d x53 x47 X46 x52 x4f x4d x3c x65 x71 x74 x73 x64 x67 __ __ x3e
ASCIT 6 E T _ M S 6 F R O ¥ _ < 2 2 2 92 2 2 92 2 >

(2) REathEE

BT ST 0 B AW L R — i P R TR B9 RK, A
A HASH B SO MG, 965 L—1 HASH B¥, WERMRS P RICA
BT HKED M T SRR SSAE. BAARE LRI SRR S A H
) HASH BT STHRMACE. MAE N HASN MociFEs, BEE—5
HAT IR LB, B R B HEE HIEH HASH RIMERLM A, At
&) 5 O(M+N), '

B 4-4 Kx TR BB I EER R R FAILNEEEHT—
WAMEIFR, AMUTHTT B—RHNRE. F—%, RIVEXT —HBEAH
Sk, FIR PRI RO SR 3 R R B TR
HER—HEANSEALREERK, RERAZKE, MEERKEEE—L
RAMF AR . FIR R B, B — BB BAURAHL B3
el B2 T AR AR, BRI A Bk B 5 b 8 98 P R A S — M
[EI S SR

http://info.3dou.com]



http://info.3dou.com/
http://info.3dou.com/

Jeat Tl )% T8 3

it EE—— O O OlI0 G

J

A =) O

OO

Kl 4-4 FR4) ST EEM RS TR R
Figure 4-4 Sequence alignment algorithm and Local analysis algorithm

SEEE 43 PREFILA SR, RATET LS FOT T

1) HBREEL HEIEER (2. ASCIL 01H);

2) WHLKHR S M

3) EAMERRER (AR,

) FERASEY FRERNR (R <" R,

EFON LR, AT E AL i T LT 4R 51

D HHRRRIERR,

2) HHBHREE,

3) A AR A O R

4) FINA SRS A .

AT E AR SR O, BT CL AT A A MR TE S B

FeF ot e s X HIBIA PRI 2 [ B TS R AT R A F ISR . 4%,
AR FFIZ [ RE—A AR, EXARRGHA RS TS
By, BTEL, JERX E— RN, JRERs T LR R B0 B S
F—ABEEE, FIEORERR— A MHET RIS R R RT3
. REEETRE—AER: ME— BTSRRI, U %
B XA B

70 45 TR, B—ERITEEX %4 HTTP GET RN T —
ANER IR IR T —A HTM SCfF, TOrERAp 3 T S, 85
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54 T RS EEE R A )

TWABGHERMKE, AKX T BE& 4R HTM XX ER S EET,
MM T —ANE @R T HE LIRS, MRmAT R gE—
REK. Fih, FEZENTES THNPREERIIRERTS.

.o GET #*. % HTTP/1.1

|

|
if{HTTP/1. 1

i

i

|

HTTP/1. 1

!

|

| GET #. htm HTTP/1.1

| /{ j
|

|

4-5 RBEA T EEE A
Figure 4-5 A sample of the local analysis algorithm

RS EEER T B AT LU — A I BB & B E R AL,
BB XERRANA R F X, -

7o, SRR BAESEE Y EEEENER. ANEFRE—
LFES, FRERSBIXLFFIFERREHE, K &1F ID, KIBXEkR
BRI 7 X BRI R EE , 0] DO X L IR FRERE X 35k, X e
TEIHILF 100%HREZE. EBMEAFTH IR LEIXENE, A
BHERSZIEINF R SR ILI PME, By BFERFMER, ATUH
TERAHIRSHLF

4.3. 4 BIAKRFEER

EARRE MBI EPREHLF & F] 5 Honeyd Hhif i IA.

— EREHL L, WERREIRAEER, HEHRESH Python script
Bl X T EREVEEBTENEAA, AT FERNZ P EREEL—A
PR BERRFHLG. A —RETHEARE (MRFE), FENBRIT
H i PR E P R BN . XFIMENS F—ANEEBRNEERER
AR, BN FRIE—T7EE R T LA

FT—PEHE—ANEERLNFHEIREH B AR TR R E CREN
FHURRMER). EFMHFILLNEEEANTITH, BAFTERNREESY
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JEsT A SOV TREA |- Ail

THRENERRATHFANRE. ZR—TRA: WA=LEEFETEN L
BEMPEFTXE, HIEBEXIR, HR, BLERERGHXEMIAZRX.

4.4 KEINE

AERIBTHHL, BT PR B R SR 4R 2 el SRSk .

e E R R, BH Honeyd NI 2 ERE B, HULRAHIAARER
RRALEMN B2 KT, 25 MBI E MR SRR & i
B S B, A AR FIE XS B, EAREHBIEL, BEEHA
Nt — AR ST SR VAL TR 2 36 S B2 B BR AL, R AT
HvEeR S 1 T S B AR ) 5 X B T B & A TR XIS B 2, K
SERAHUATALE, B2 B RSP RS R, SHEREIE
SRILH T . ARG 35 SR MRS, PR H R SR
T R e T (O P L5 T 4275
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5.1 KWIMR

Rt B RGHEEMBELRE, BUT—L&ERY:

1. BACPABRER P REVN A, ZRFERMER R RRT
TCP %8k UDP HIiEk/BIE &4, BASERRTERIIARS

2. MERE[/EWNARKE T EE, WAREEITHR,

3. X TR MERER AR SEE BN,

S50 %5 MERL NETBIOS (NetBIOS Services Protocols, 455 A% N\ /4
HARLHIL) KTEHEUEEEVMEA mHERIRS 3 RKIZERIE P PIE K.
S 00 B04m W) 4 B Leurrecom.org Honeypot project® 2 it i tepdump 304, & —
ANEE 5 A AMEKRERNRE T 1107 MEFHIEKRER. AXEHEBFTIRE
SDRANL, PEABAE. B, TCPoperal’S&—A TCP K EHRHTH, EALE
I TCP Fili&iE. BAIH TCPopera X 1B EHE TCP .

5.2 LI BIE

1. RERBSHRIE

M Leurrecom.org Honeypot project 3 | tepdump U4 i BIFFIH RS
TEPREEERMRSFZXRNER, SZE, RHEZE P RHEHIEREFER,
FEEFIBEERE NS5 LROBRRS2ECCT (B Honeyd), #HHUR
% 2% R 1B e N A5 RARK tepdump SCHF IR 8B E BT FWHUEL
B, ZERMNOELRS BASZ IR TH. BEMENEEME
SRR 5 2% A BRI A (5 B AR URE A/ A AR B A B — MR R o SEIR AR LY
FEFERETUTIIANSE: RAIPTRHE. RSV SMEE. K
SHULE R FBIE FFILEXEETRAESE & S FRESTEERmEY
P),

KB, BRTUTHIMNEESH:

_4] -
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db g Tk K& TREWI A 240 83

(1) FANEBFEFZ BRI B/ DAEUERE R sim(x,y) (U FE#HRA X). X &
WEEBNE P ERETHREH, BRENF N REHOENEE. X E
MR, ME—BEREEEME, EAURER -BERETHRTIT. X EH#],
WE—ERREEEH, BEPRSHINENRR. 4.

(2) EARBAITHET RERBEH RN RERMK G L, Mi=EAR
FIMRAEHIINEME P P EBKN, F_ERKGRIMDBER, PEB,
NE_ERELEE-ENRRERTNEH, REREBOEMAEKX.

2. RERMHRIE

THE, BINTRA—AEE, REXREERLMNETTEFRETHROK

M.
Powtel2300R
B 7
W & %

B 5-1 ARAERUE R L5

Figure 5-1 The network structure of validation

FATE T PR AR B P B4R 5 15 1R iR 45 2% Powtel2300R. Internet V59 fJ &£ %
PR 45 o0 i BR 55 28 55 43 5 T8 B — AN LR HIFR S b B AR 4L, lE 5-1 B .
HiZERRAERT UT &m0

TCP Port 80 (HTTP), FIMIZAHERL

TCP Port 135(DCE), ITJF

UDP Port 137(NetBios Name Service), FH 1A

TCP Port 139(NetBios Session Service), ] BoAHE)
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5.3 RKESH

1. REEY ST

B 52 AEE-MLBRBHBHARSINAHEEESHS. PHXR. 1
BaTMEU THMELT, EERENNY REERS:

(1) =0, BHBFIIFHIEEHBAHR—I—BRE:

(2) P=0, I—ERAXERTHBANBMENT P ZERE.

LR, EZHMHELT, XEITBEEREEEMER.

ik, % S=13HP=15, BEAMRENTAHERD. Eif, RE&HE
AR STERSERTF TR TRERELSFLREN S, PHZRER .

Bl 5-2 WAL R BB UEEE R s FF A p ML
Figure5-2 The number of state machine’s note as the change of s and p

B 52 P — AR A LR S A R AN P B2 8 0
NEB S, —ARREHAMTE L R R TR R H HEE P, 4
SR TAEIRAHLO SEE . SRS BIXTR T FEFI Lt AR .0
SRR KD, B RBAEAMRREKNREA, TSR A
SIS BEERAHLEE RS, FHENEWY. AR,
2. RAERBRIE
KRB, ERMOEMEN LEFRFL NetBIOS scanners™ 0],
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st Tl AEE TR i

B 33 28 F) B NetBIOS Name Service IF A iRFIE# EN, H HIEFHhIK
BEEENAIEE. FTL, oIS % R4 ] DA XA R IR BT .
ATHEEALFFIILNERRGSER LR ERRAA UM, I
A EEIBITE 5% Leurrecom.org Honeypot project 5 {538 F. X 2 EAHBL
RIS, X EFER MR ESE— LR B E, —8& 24 /DB, Ba
LA A RIRINLEE, BT UAMIREHT tepdump ST A S H B (8] (8] R 28 24 /NEFZ A Y
EFPHLEBFIEAN— MR (BIERPH— MR EHE ). FLRH REER
HI R MR AL & 7% H) NetBIOS TCP 139 %3 H . |
51 AXHRES R LA EHN

Table 5-1 The results of the comparison

FAF RILB &
Powtel2300R f) % # T H1 327

Internet 17 ) ) 28 2 T LRI E B 4L 329

P8 2% 0 AR 95 2% O B AL 333
ETEIMNNEREXERRS 325

T B 4 A R A 0ot o 45

FE R RISt 30

£ 5-1 T AT R ERERS SRS LA EER IS G K
EXtHL, HREEPEET 300 MREE, EREGRRE 45 MEEIRFRHH
NEERG KM

SRR, EXHFHINERRGEZ USRI — L&, FHS
FRERZBT SMBUR % 81F RR)MICKHF AT —MrFEE [dBEEZEH)
FB. ZFBRAESHE— N E LB R NE P AR, IR aS RS B e
Al id (B4R id 4 Re B PRI T & . BT LR FHRS SBHEREFNIENY
AR, FHEIEFIRIELT SERRLNRE, EHFE LS T 4
BRI BHAIHITTE



RIS APk

5.4 KF N
AEMFEHERIERE TR G T BRRAEL: RABNSYH

RiE. REFEHMRIE. XRPAATUELREKDSHERREHLERE. &
XFFFIE B AR S RN B EE BT SR TEAE#ERGEAARE.
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T

AL EEEDT WEREHESEROREMFEURKRAMEETE, #
S EM RS BHREREORE, BT —MFILHERRL, FEFHER
FM AT T HRIR, SREY, ZEERAESERBTIE.

ARG BUF LA

1. —HLK, EEREMALRKBT A TS, AT HFFI
B AL BENE A,

2. FFILFTEBRSGERIG I EUEML B A, FAEES
SERIEAE (T MM 15 B0 BT OAE B M2 0 R P 75 TR A AR 1 4T A B
il k;

3. R ord RGO RAHL B (L AR P B0 RO BORMOBUR Y, T ELFT
PREMPRATBE S, HAERIS R,

4. WRRBINGEREHZERRLT —CHE, TROERETLLE)
SR OEEGEA S, S8, SESRTESHLRRIT. BTN e,
AR WA R AT B A RS UL R

BARERAGWHMEREF S, B ROMIRERT, G\ #Ex
SEBVBIRR T TN LS IE RAR T 8. A SOk B abix 77 T 5 T,
BTIRKERZRRNTRE, BasHI— R sBYy. BIgE L.
RAFHATEE
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