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ABSTRACT

With the high resource using rate and the advantage of eliminating the server’s
chock point, Peer-to-Peer (P2P) Network becoming the activity field in the new
generation’s network research. And Gnutella protocol is one of P2P network protocol
for file searching and data exchange.

This article first analyzes the protocol’s messages structure, routing rule, file
transfer. For the protocol can only traverse one way firewall, this paper brings forward
a solution to solve this problem by using a proxy node to transfer the data. For this,
this paper make some extension for the protocol, adding some new message for
dynamic confirm the proxy node and design the structure of these messages, giving
out their routing rules. For file transferring, this paper also adds some new HTTP
message.

The application for this proposal is based on Linux. At last, this paper presents
and analyzes the result of this proposal, pointing out some deficiency of this system

and the next research work.
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HiFRIXNHE BIEH Goutella 75 2 MBF KIS R ZE R SME R TE %
BUFH Gnutella 3 ) E5) REER, HEREIR%EIEMT% . Push i

KEEAARS W

HHD | xews et s
13~38 W42 4346 47~48

B 3.4 push $HE A=

*WRID: 16 MFEWHERSE, W —HFIRMNE&E PR Gutella 47 4
(WK push LA Goutella 15 ) ID . & H Push 15K Gnutella
TRANAREZ M FRAERNE “HRER” R RAR W
BRE” FR.

*CHRF: SERSIFFIRT KU Push %K 5 Goutella ¥ g5 X
I 2 M B #% Guutella ¥ & L Push 304,

*IP Hulit: & H) Push iR # Gnutella 45 25/ IP #uhk.

*HH: & H Push KA Goutella 5 S EIF B 02,

(5) HEEEE (Query) B
EERD % 0x80)HE LA R F:

| [amxez |
bk D1 54
P 3.5 Query $i5 A14% =,

e /MERE(Kbps): X T Gnutella 57 845 BB B /NERE. W
A= Gutella A EE A TF n kbps IEEIRAE, BAXAMEE &G

17



P2P M4 Goutella BRI PEY KIS FRNAT S LM

BMEEFRNERLEATEA A ZEIE SN Gouella 54
R RN

*HENKET: XTFHERNERNREHIEEZD Goutella
R BANEERETR Y.

(6) #BELRFEHEKR
HEELRID Y 0RVEEAERINT,

(wame |wo [wes (2w [wwez [vase |
n W25 W29 WWI3 Men  REIGH

3.6 QueryHit H(4E EL#
WRERER: EERESPNEREROKA.
3 0 FINERERPENNFERDS,
* [P Huhk: RN IEE R L P sk,
< (B R R A LR (kbps) -
*ARER: —MRNERERNES, SHIT.

[ ®aizn [ xwnn | xens |
U~VT W~ 424

B 3.7 QueryHit $(iR B P MMM iC R E S B R
BRI — N BEMENSE, TR kR R A
BRI
LR BIIXE KN (bytes).
IHEF: LERCHEFE, UNEXHFHEFE, FREKREE

BRI ME—ARIHE R I R A Gnutella T B —4 16 5

GEREL-P

3.2.3 Gnutella {HiH BRI R

ATEREETH. KENLRRBROTHAN, Gnutella 3 E8mED

18



P2P 58 Gnutella BMI B kIGF BN RE TN

TR Pl

a. Pong FIRFNEERTE R KA Ping MR TFE R B EE. &ML
RIET REREIRE T Ping RS HIX FHABEE NG Pong Fid . —E
—EXTEHWE T —4 Pong ¥R, Wik Descriptor_ID=n, {EHIFEHNHE
Descriptor_ID=n # Ping ¥R 7T, MIFLLKEi% Pong RERTT MW L% IER .

b. FFERE, QueryHit MIBFUEERL RN Query BIRFMEIEREZ
Bkig. GANGRIET AEMRLE BT Query BERFFHIXENA EE N
QueryHit IR . —E—&EXHFHWE T —4 Querydit #ERF, WH
Descriptor_ID=n, {BHIRFRWFE Descriptor_ID=n K7 Query A, Wzte
iz Querylit FERTE I M L5 Rl

c. Push FBRF{HEIEEH KB Querylit MARTHIFEEREEEE. %
MMGRIET RF LRt T QueryHit HARTFHIX EMN A GEE I Push HiR . —
B0 N R T —4 Push #iA %, H Servent Identifier=n, {BHIXE
W% Servent Identifier=n ] QueryHit #iRTF, Msh&¥iH Push HRFFM
o] 2 1 B

d. —&IFEHERT WHIA Ping H1 Pong T [0 H #R IR 5L 45,
B EFH 5 Z ERMER SIS RN Ping £ Query iR 7,

e. MBEMBTEMERZA, BEBUAMRH TIL 8 Hops FB, %
TTL {HK L. Hops (BN 1. —EZ TILERMT 0 . WS EMATT MM S
B

f. WR-GXEHEYKRITESEEXRY2W T Descriptor ID #

Payload Descriptor —HMRAFNIE, M@ hnZMkFNst g, 19

3.24 Gnutella YBIXHTEH

() EEERT
% Gnutella W RSB —MIRERFR, THKELES REWNERE
WA E BT TR . £ Gnutella 35 S B4 Gnutel la 35 A2 (M2
M—PEEERE, SHCH TR, TR ER G HTTP #1020, w4

19



P2P M4E Gnutella BHX TP KIEF RN AR S L

LT EH Gnutella W R RIE—MERFFBE HIT Gnutella T, HAWT:
GET /get/<File Index>/<{File Name>/ HTTP/1.0\r\n
Connection: Keep-Alive\r\n
Range: bytes=0-\r\n
User-Agent: Gnutella\r\n3
\r\n
WX A T EGE R Gnutella W R SEFIRF& HTTPL O (9 G LBATIARE, 1
PER A
HTTP 200 OK\r\n
Server: Gnutella\r\n
Content-type: application/binary\r\n
Content-length: file size
\r\n
AR ERE S, AN A HTTP R 3 content-length S M EHEH .
Gnutella PhiUN HTTP HEFI S BUR MRS, T KBl ALkt

Gprutella search
~,

P3

.

TCP/IP connact success I

HITP GET

HITP download

P 3.8 ER KRR AR

WE 3.1 B, WA RGN KRS R T, % Pl 1€ Gnutella
£ At Query B A WE P4 FHTHEBEN AN, THREERIE—A TCPAP
HREKE P4 (HEE TCPAP M4 %1%, TIE@iT Guutella W), BT P4



P2P M5 Gnutella BR L BBH S FEEAIBTR 5 IR

MR RR, ZOEER T, N Pl BW P4 Ri%E— HTTP GET X T®RiF
X, PLA P4 ZEIGE R INMIT EAETET.

(2) YR MPKIEETHH Gnutella T &

MAREMA Gnutella WEZ BIAREZEVIERN, B FHEX4M
Gnutella ¥ S RIXH R ZE R0 Gnutella T A A — 14 Push iFR, Rigkit
IR Gnutella 5 & HE i (Push) 7iXAN3CHE 15 4 Push i 3K B #5#) Gnutella
TR GBI “Push EREE” iy “F7 8 ID” FERFEIA) NiZRERFA K%
Push 7&K/ Goutella 5557 GEIL “Push EREIE” ohiy “Ip hht” #1 “sp 0~
KON B —FFH TCP/IP M. MRBREELHEMNER, FBAKE Push
iH KK Gnutella 5 IR ol A LB KBS ST . X Gnutella i SEZERT K
SRR, CHEREAseT, 21

AR KEFSE H Gnutella TS B[iE K Push B9 Gnutella T S E % B
BN, B KBRS Grutela W AU ST %) B 0% F MR

GIV <file index>:<{servent identifier>/<file name>\n\n

XE<file index>Fi<servent identifier>¥5M &% (WM Push &k
MISCHERS| (file index) 1 “F5/5 ID” FZBRMME, <file name> RAM LD
WA XM EFE, EHXHESISMRSile index>, FAKE] GIV ER AL
Gnutella ¥7 58 (411 Push 53K #) AB KPR H<File index>F<File name>FEL,
HEIE— M TS HTTP GET i K.

GET /get/<file index>/<file name>/ HTTP/1.0\r\n
Connection: Keep-Alive\r\n
Range: bytes=0-\r\n
User-Agent: Gnutella\r\n3
\r\n
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P2P %% Gnutel la Pk B SIS FROHA R S L]

HTHSROER IR HTE.

Grntella search
.

Gnutellsa Push

TCP/IF connect £siled
~
/‘;

TCP/IF connect success

4
—Y]
K

HITP GI¥ v
HITP GET ]

p?
\mrr downl oad Tevallaed

B 3.9 BHLYERT ki 57 R Aot

Wi 3.2 FiR, EE-ANBEMJOERBAERAT, % PL 2t P2, P3
HIFE P HERER AL, PLFA P4 EERN—A TCP/TP EEER, BT P4
WETCRRR, ERRR AN, P1 RIS, ECRUH Gnutella 885
LA Push EL P4, P4 HEUI Push W8S, HEEHHE P Rig—4
TCP/IP XEEGER, WT PL HRYEM, EEEEBRINEST, EW P4 etz
TCP/IP BERE L P1 Ri— HITP GIV H4E%E, PLWBELAELE, B
AgkB R BI—NHITP GET FH#iAK, FHEEBES LERNTET.

(3) TULFHDT KIEETE W Grutella T

MREEA Gnutella WAL T REODAISREZ B, WHAY E@ER
ATREELH L — > TCP/IP SE4E, BhislR S8 Push A F R ERER AT, WE
EFPVURRRELE, TRXH IRAAARSTHUSREE, RRiKESs
7.

2



PP ®4% Gnutella X BB XIETRMMAS TR

Gnutella saarch

Pz P3
Gnutells C\
Push 0
/IP connect failed ?

S
pd | I
TCE/IP connect failad
Pl N
S
Pl { P4
{ N b
I -
4 download failad
ﬁ L/
|| i L
firewalled firewalled

B 3.10 I KB R et

IXREXALAR BB KIS R BITE BL: 24 P 75 Gnutella P28 i85S P2, P38
FEI P4 WILES PL AT M SCIERS, PL R P4 & H— TCP/IP HEEERIE R, B
R, BT P4 B OERIERAM. TR PLER Gnutella 888 L P4 R H
— > Push /&L, R P4 “HE” WHTRICH. P4 Bl Push B, 32k
PL R TCP/IP HHERWK. R, BT Pl BARR, ZEEHREN, TR,
WA EEREEILIT TR, ZFHERL R EET.
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P2P M4% Gautella WHiX *P B K8 FREAIEA N S LM

F4F Gnutella i —1 WA AIEFH T E

WRIE L8047, BRE VS EFA, Gnutella thillh B O EMIMR
RITR. B, FTRANSERET EREEOER, MEGIFERL—1
FRRTTR, X6, TEMHESRE, AP RAERBROEREIZIN XS &
MZIEENT, ABETE

FEH, AXMT C/S &, 7E P2P MR o BLA B kR B R 6018 I R
BT C/S G4, 1EH Server MM BEMER —MIBRIMSE, HEEom
ETRESHME mET XM L% TEURRESDE, ER, €875
2B BRI R T PP WS, 4T P2P MEFRMNBFEEHARS
AHEA, ARENLT AL, BEFMIEHEMAONSES 5SS, BiEEs
BT AR R MBI T R R T, EER T DA R R R, R AETE A
PMXE R, EHERFERAL

A, AXRET —MTE, HEED Cnutella MK E—& %P HIEL
RE, SHERNRTEL, FROUEES, BoMl, TH6EmTRs. 5+
H, #EMHF 1S, KXEHT BN TN A proposal.

4.1 ARMAEHIEHBRMAITE

411 RIBHHNEEERRE

BTE Gnutella PPLF, THHTHEEREET Gnutella ML (BTN
out-of-network) ,ERER T HTTP ¥l P i) F A F R ohfk# T T4 T&Y. B
i, BATAT LU = f REEALIE R S

[.FE% Gnutella M%%, 7EREAM TCP/IP M4 L LL—& B2 MLt Rt
BYL, 2AAHE IP A, AW R ER VIS5 T T .

[[. 7€ Gnutella M4 £, U—&#TONLIERREN, AFHE IPSKE,
Bt 8 T ) BRI L BS #8 (5 B T8 SR 1T SO



P2P M4 Gnutel la BRY P K FHHM A SER

UL ZE# R M UALA A Gnutella BEER B, 1M EBE—MEFPHENR
FEHURACEE SRR 5

LA E =g, B —, CRORESE SR — S0 E B AR AR AR,
FE, KM sAS TS REMER T, COMRAFTESR, FERANLERS
S RORMNE R L T8, XHRES I Gnutella WHHIEE P2P A%;
HET .

Mo, ERE=MEET, ATHERYINCKESRYMEL Guutella
B, BT XFNERRSWE, RAELEE EMOREEEL— 4N, K
X7 B JR BT o

fleoe— 1

O Y

!
AHERRIZ Grut o1 HEE FRIHIRI Grut 11 HEIS

B 4.1 Gnutella B2 Ty LE

B BRI R, 43R E R KIERREAHE (P1, P4) 4
HHERL IR BN, LB H AR KT RN - S EUL AN R
R RERNIGEETHM— L0 QRN E L — GV BRI, stasusfom
XHERERT .

4.1.2 REBHLEZEHHESRE

PR T REAL A IS B SRR RILAIATH G, AT LU TN Bt T. %
e, RHBURARA PR HE: DownloadProxyRequest, DownloadProxyAck: i
R BB ES R 3 BT HIHLEE K% %K DownloadProxyRequest, 133847 i a1
SREERREN, ¥ ECH P ACE port IEA DownloadProxyRequest +. %



P2P MR Gnutella PMY P EF KIS F AT 5EM

BETE P2P P& ch, AR HIHEE R SRAREHPY, ®m, xR
HHEBAFETREREERE—ERRY, SiaihlSAMSTENER.

B, XTAEEGISFEEMRENNER, GHNREELE.

. ATz e SR R E T A, W SRR — T KT R
[

LOAREHE, BOMETRNOSE, NZRERD TRz

oy

@ R P

fi
Eirewalled Eirewalled

CF D FERSRm
& 4.2 Gnutella 45 =41 &

P1 K ifi DownloadProxyRequest W§KCHE, 1 P7 FEIC#. @it rt
R#H: P2, P3, P4, P5, P6. Hh, P2, P3, P5, P6 SREZM/CEML, N1
HCHIRE (IP, Port) #A DownloadProxyRequest.

METTR, ERERSRENAT AT, HE P4 HPS 889 0 2 M
bl P20 P6 #EE B R — 5 (VB K BT B T A A A B R,

FHETR AT S R T A SR AOENL, 3 RRDH T, B8 E
MIEFHATR IP A Port, KA TCPAP 3 #3538, R S A AW A 2t F—4,
BT MRDEBENYARERABARET A, FHEHEEEHEA

DownloadProxyAck A4 Pl. Pl BACTHIEHE P4 JG R 0T LAGHEIT S0 (v R
BT
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P2P PIEE Gnutel la Hpisch B K M SR ITBR H5 5530

TCE/IPF comnect zsuccezt

Lo /’/
b AR
/ e T——
- TCE/IP connect E£niled - ?{:>
ﬁ RN IR
Firewalled firewalled CE:) TS IR

43 R AR
B, BRTEFN MREFRTETRE P2, P6 FERSLEN, W
AWTTRI KIEFBE AT P3, PA, PS5 ATANE AL LfCRINL, M4 HILLL 0.
P7 #IKS P2, P6 AT TCPAP EHESAR, HMRIHERNT AN P6, BT
AEHRAAEN, FHILEBEA DownloadProxyAck W4 Pl, (EE, BT P6
thiz i, P15 Po M TCPAP #2550, E, P6 thRASRIICEN. 6
BB IS B R R

!
——
P~

TCP/IP conmact
_— TacCesl

e z
— N VAN | Ve
TCP/IP connect failed IJI
[I @ BT S LR
4
firewalled fireeddled I FERHERAL

Al 44 BRI R K
FERER A W 0 T B FR:
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P2P M4 Gnutella thil S ph K be & BRI S R S L EL

K

- DownloudProry -
RequestF HHER
PHUPort

eSS

TCP/IPIE I
£id

R

ERETAE RN
Bownl cadProxyick

Y
MIowrd aadProxyhck
P RRIPRIEort

ES1 A

5 | s

B 45 REMRFAEE

FH, AZERBOAB XSS, HFHTHS HITP ¥ A .
FWGIV(ForWardGIV), FWGET(ForWardGET).

4.1.3 BikLEHy

TR RE, FFIZEMENTRR.



P2P MK Gnutella PHY FRT IR F R R S5 EH

L T S
P TRy,

}____.-"'I'iﬂ___j}."”r [In-rl*:- d.Fr :y‘: ]1"“-

A /" P Fan “‘“‘@ R : =
’ ; o st o1 1 oHEBREER T

- L3 e e -

_'./ TCBSIF zomnect success

; Downlaad
/ 4 ‘/ Fraxyhck

T TCR/IF connect! swccwess

_.___._._1}.____ s | - _
A : e Mriam:
] FiGET ' FwGIy fe SRR T

IHE BN
“-—— g ———————— 1
Eile tramsEer 1
RS firavalled
B 4.6 ¥ RE IR
7 AP B

BrEt—: Gnutella BEREME. P1 A P7 I P2, P3, P4, PS, P6 T T —
& Gnutella 52, 3 H Pl T Query #8.LL K& P7 WY QueryHit 4 B840 P7
B R H T E R R,

BBt —: BEANTRER, ZEREFURKEL. PLANPT HEENYT
HILE, TRR P7 #ATEREN TCPIP EHER, &T P7T HFR, ZiFRAM.
Pl iR Oh XA 5 X IR KR R AR ek ig: B R Goueella $88% GEIT
P2,P3.P4,P5,P6) [a] P7T K iHi—4 ‘Push’ 8, &K P7 ¥ 301H#m PL. P7 W3
PLH) Push HE/E, =AM Pl T EHEMN TCr/IP FHEK, LIEREN P “#”
s, B2, BT Pl R, ZEX AR R KK,

BrEv=: EHMHERIE. BT EE TCPIP ERFERE A,
RGN T BB IT ST 7. AL, (EBT B Xam Ml a.
DownloadProxyRequest, DownloadProxyAck. P1 £ Gnutella §:38 %% AL H % 5k
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P2P B &% Gnutella SM B AR F AW R SLH

{4 & DownloadProxyRequest, #E&RIHI2EMEEEIEAREN, HmiZziEkER
RIAA B E2M P FREBEH D Porn(n LR P2, P4, P6); MEARBEE BB,
FARERERMNE (0 LE8 P3, PS). % P7 Y B DownloadProxyRequest f »
BRAG& iR 1T AR 0 [P 0 Port 15 BB K . K IR AKX 22771 & 89 TCP/IP % H#,
REH - MEREBRT), BRMESALEESR, Tyl h e,
¥ E IP 1 Port A DownloadProxyAck 7, & B RIAMNE; Pl.

BrEeOd. fUEEGERR AR BT B, P7 RIZ5E DownloadProxyAck # 85, #AT
PAFF 4R R — A H 80 HTTP i B FWGIV 25 LIE N P4, 2R B L5 B 00 {4,
i P1 Y #] DownloadProxyAck f&, #ELH P4 [ IP fI Port, 522 BT#EAT TCPAP
EE, RaBRE-AHEY HITP HE FWGET 42 P4, BTETFTHREK
RIS,

TR, ECHHEE N P 7 PLAI P Z RS ITHER T

4.2 X Gnutella thi¥¥ FERI B LI

4.2.1 HUEFHEE (Handshaking Sequence)

ARED T R, LOERT Gnutella ERNURTEN BT HREL,
HAHEMRE ST B, MRAA VAR EY R, WAmigaisiEys
MHIH B DownloadProxyRequest, DownloadProxyAck. 7E—% Gnutella $EEs
B, MEEE—AMTEWAT ST R, REY RS W, BhsERba
FAT a8 R DownloadProxyRequest W &,

A, BATEX, STFFZHUE BT SR T B 4125 8 B 52 X
H Bk

"DownloadProxy: 1.0<cr><If>"

LT & — MRS READ BOH T, AT SERTN SR
TR E.:
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P2pP R4 Gnutella P PER KIEFRMPR HLm

Servent A Servent B

GNUTELLA CONNECT/0.6<cr><1f>

User-Agent: Dtella<cr><If>

<cr><If>
GNUTELLA/0.6 200 OK<cr><lIf>
User-Agent: Dtella<cr><[f>

DownloadProxy: [.0<cr><lIf>

<cr><If>
GNUTELLA/0.6 200 OK<cr><lf>
DownloadProxy: 1.0<ce><If>
<cr><lf>
{binary messages] [binary messages]

GUSRIS LRSI R AN, MIfECUTF #E:
s->setProxySupported (true)
MR, .
s—>setProxySupported (false) ;
CLE, ERITHUCCEN, Bl T ERMITHNASA Y SESZHEED
LR

_servants[i]l->getProxySupported()
REREEE, ETXFHUT R, 2V ASAENHSEET BOME.

4.2.2 3 Gnutella BhilliH{TH FEHYE S RIEH

AU IRT B — 8, BRITEEMAEXNTFHES —&HET
—NEFE Grutella WEN, HHE 10 EH 031, P Goutella B E 1D
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P2P M2 Grutella Brs( B KIS F AR 5 LR

EH FFE:
HME4% | Ping Pong Push Query QueryHit | Vendor-Specific
ID{&E 0x00 0x01 0x40 0x80 0x81 0x31

EFAEXNHBLERINT (Vendor —Specific message):

Vendor ID

Sub-selector

Version number

0-3

4

5

*Vendor ID:ZF/HIID, B4 BESHIASCIL B, FEXHANE.
ZALE S QueryHit AILE —B. TRE MG T 7R, LA
KX, BEAEEFHKEY AR,

*Sub—selector: FILARRiZ Vendor ID MIF %1 BAUKE, X TE
DESERAE, DULRE A S 3H AT AR SRR AL, EAY I
T, EXTHMHEER:

0x01 = DownloadProxyRequest

0x02 = DownloadProxyAck

*Version number: FARY FRE N HFIRA.

BRIXAH Rk, MEFNT MBI A,

(1) DownloadProxyRequest Message (0x01)

ZH BT
File Index File Size Node Set Servent Identifier
0—3 4—7 8— Last 16

*File Index: XHES!. HEL QueryHit I ETHE—F. BLliR
M EACEAE IR S
*File Size: CIFR/D. 9 F)77 51 AT ARG B M R 8 B & BEICRL 54
A, —RARER AR .

*Node Set: TAREEBES.

RERTETRSERAREN, o

IHESEANE ECH IP AT Port {H. ZELSHE ARG LT
0—1 Port: fRIEEYT AR H K FLH iR O

R




P2P & Grutella BHL P R T BENT A 5 LI

2—51P Address: AT EEAB DK IP
*Servent Identifier: Z{E¥ 4 FT3REH) QuerHit i B HI{E AT —2L,
FA %% DownloadProxyRequest i 5.2 B [E & & 3% QueryHit 14 B K132,

5t # ) DownloadProxyRequest {§ B4 31T

Bytes: Description:

0-15 Message ID/GUID (Globally Unique ID)

16 Payload Type (0x31 Vendor-Specific Message)
17 TTL (Time To Live)
18 Hops

19-22 Payload Length

23-26 Vendor D (“DTEL” for my proposal)

27 Sub-Selector(0x01 DownloadProxyRequest)

28 Version Number(1.0 fro this proposal)

29-32 File Index

33-36 File Size

37- Node Set
0-1 Port
2-5 IP Address

Last!6 | Servent Identifier

AR 27 RASCELH, DownloadProxyRequestiH &0 58 &5
//message header
std::string _id;
Q_UINTS ttl;
Q_UINTS _hops;

std::string data;

//vendor message header
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P2P %% Gnutella H B KIS FEHF RS TM

std::string _vendor_id; //0-3

Q_UINT8 _version_number: /75

//DownloadProxyRequest message header
Q_UINT32 _index; //6-9
Q_UINT32 _filesize; //10-11 in byte
std::vector<Address> node_address;
std::string _servent_id;

//last 16; servent id

(2) DownloadProxyAck Message (0x02)
HH BT
Port IP Address

0—1 2—5

*Port: HI_E NI E RPN 5 O

*IP Address: th BAENLEIE BUREHLEY 1P Mt

AHE (DownloadProxyAck) RY Message ID A% v% 78 b &5 B i 1 g
DownloadProxyRequest /H B ] Message 1D, iX¥E, AILLLA Message ID 44
4 S 2% 1[0 % 3% DownloadProxyRequest ¥ 8 L4

e 1 DownloadProxyAck i BELEH I TF.

Bytes: Description:
0-15 Message ID/GUTD (Glabally Unigue 1Dy ]
16 Payload Type (0x31 Vendor-Specific Message)
17 TTL (Time To Live)
18 Hops
19-22 | Payload Length

23-26 | Vendor [D (“DTEL” for my proposal)

27

( Sub-Selector(0x02 DownloadProxyRequest)




P2P F1%% Grutella thiX "R B KR F RN R 5 X

28 Version Number(1.0 fro this proposal)

29-30 Port

31-34 IP Address

LT EZ2EEEEIYT, DownloadProxyAckiy BB HIRE &5 4.
//message header
std::string _id;
Q_UINT8 _ttl;
Q_UINTS _hops;

std;:string _data;

//vendor message header
std::string _vendor id;

Q_UINTS _version_number:

//DownloadProxyAck message header

Address _address;

4.2.3 31 Gnutella #i#{TH FEAR BN

AEE ISP R RS T RS, TR AN MM ER AR LT
fzgsp IR

a.  DownloadProxyRequest: ¥iEHMAMIRAMIEELERE (QeryHit) H
BRI RERE. IRTLRERARENEE LR RMANE Cutella Fi&
REEEIZHEE.

AT RELEBAN, AERS, BAREFENARLN QueryHit HEM
Servent Identifier:

//Add queryhit servent id.

s—7_quervyhit_id_set. insert(g->_id result):
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P2P FI5% Gnutella R By kI o BEAOEF L S X EL

ESITAN B ERG, BT M EGRHBEENBRRE
(_servants[i]->_queryhit_id_set.find{(dpr. servent_id) !=

_servants[i]->_queryhit_id_set. end())

b. DownloadProxyAck: ¥ F M 4 & K F 8 /£ B & 5k
(DownloadProxyRequest) AHFFIERE RIX, XTI O F Rt EE
K Gnutella S AL E BIRBMALE 1.

ATHRIEKBEHEN, £LBT, LARESDERD
DownleadProxyRequest 78 B &I Message ID:

s->_dprfw_id set. insert( dpr->_id }:

AT A B AT, Bt LUTF 8 6 1 i s R 0 i 12
(_servants[i]->_dprfw_id set. find(dpa. id) !=

_servants[i]->_dprfw_id_set.end(}) )

c. /N Gnutella T SWMBFHKE 5 EHEMEN Cnutel la ™ AT,
SREREIE TIL FB—1, FAERETE+L mEaLhY TTL-1 &
FF 0, MAEREOETHEYHEREUL A Gnutella ¥4 £,

d. BEFS5EZEETN Gnutella HBALE ID HEHNKE L 6.6
Gnutella T sl tf BRI IX 15 QR AH KA KA Gnutella 3 4. XHETR L&
BRE, RBRWRE.

4.2.4 HRIEHITE

ARAME B N, EEAR HITP bs, FHRIEEKERL, 1
P/~ HTTP % 8 FWGLY, FWGET, FH S fC38 SO L T 5.
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FWGIV <File Index>: <Servant Identifier>/<File Name><1f><1f>

Heh, <File Index>Hi<Servent Identifier># & M DownloadProxyRequest
P ER RS B <File Name> A ML IR R RGN File Index K31
XtEE . REHEEZ HTTP HE)S, HW R — ™ HTTP GET # 8., ¥ T &
HEHFRE—AMENK, R THARIEX:

GET /get/<File [ndex>/<File Name> HTTP/1. l<cr><If>

THIT R Down loadProxyAck &, th I RUIBHLA t— TCP/ TP & HE 3K,
MBIVEEE, RE— HITP FWGET R84S, &SRR

FWGET /get/<File Index>/<File Name> HTTP/1. l<cr><1f>

BV EH RS, 4L FWGET A1 FWGIV #)<File Index>/<File Name>3,
UIRUCAS, WH SR B PR SO BT B . AT LRI AT, s
B LASTRR SRR R R AT

WRRWTEFR, FC R KEHTTAN TR, FS B BB KR HTR RN
LAk, DP & e R

TCP/IP connect
_— TCPJ’IP connect g12Cass P
success
. _HITE PHGILV
HITP PWGET "~
HITP GET
HITP upload -
FC HIT? downdoad DF S
iy
*--—-—‘-_H"—"_"---__ _______ -
HITP download from FS to FC
f £irewalled firevalled l

B 4.7 T CEERTR
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EERTFE. FERL, ALEBT Linux EH—MFFBEEE Qtellal?], i%
BEZEIMT EER Gnutella BhiXThis. EHERE, Ax&ik, $WMT
DownloadProxyRequest, DownloadProxyAck 38, LB T HEEHEE, ST 30k
HI¥R. BiG, xHizd RiE TR,

5.1 RERFER

AR BT, ELREEFEF, BETO FE— P R
Gnutella FI%%.:

F2 &) P4
192.168.0.100 192.188.0.101 192.168.0.103

192, 188. 0. 104
P1

]
192, 168.0. 105

ABRLAEN

RN s 2

firewelled firewalled

Bl 5.1 SR B 4

BIKEEHIELE, £/ Linux LAY iptables, RERLAT i mg27),
(root@seasw dyingwood]# iptables -A INPUT —p tep ——syn -j REJECT
Ly
[root@seasw dyingwood]# iptables -A INPUT —p tep ——tep-flags SYN, RST,
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ACK SYN.

%o A ILBCSYNGZ B AL, ACK, RSTZEZMTCPE. XL kR H—TCP
BEEIER. XFEM— PR EAT TP EShEERE, ER—
icmp-port-unreachable: B2 fiFTCPEEIEMARE, B ARVFEH O RN TCPE
k. IXAE, WLAURRATE BN, B AT R H R,

5.2 ZYERLEITER
5.2.1 EFMER

ERTHE, METHHHENBULATHREL, RYATIHEA IR,
LT 2 H ethereal BEUTRHE TCP stream, % TCP i ZH & XHFEMINT BH
PLARHIRF

E51 BFEFR
GNUTELLA CONNECT/0. 6

User-Agent: Qtella 0.6.5
Remote—-IP: 192. 168. 0. 100

GNUTELLA/0. 6 200 0K
User-Agent: Qtella 0.6.5
Remote-IP: 192. 168. 0. 108

DownloadProxy: 1.0

GNUTELLA/0.6 200 OK

DownloadProxy: 1.0
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EARLRMED, Ps RERE T, PL VRESTRY b h, P2 ANER
HSHRERPET S, P8, P4 AFBERIRBHATEY A, EEHESHIT P A
B R

= P5 ZIR T PPXAS A Push i RX T “HE” HXARME, BaEtkiE
— 4~ DownloadProxyRequest i B ., AW A EH . £ Wy vw
DownloadProxyAck, H|fFENZEERREANN CGHITLE Message ID), M
EF?E!ES{HT{'UEME’] 1P ﬁl Port &, ATRAFFaEREAT HTTP T%EI#T

NLOADPROXYREQU
Set state 2./DEBUG .
Received vendor speclﬁc message(for me)@ﬁ}
Abort download: IDEBUG '
Set state 2./DEBUG
Set state 6./DEBUG

Start downloadmg file [/home/dwngwood{qtel!a[myqteﬂas,{qtella‘%}[ DEBUG
B 5.2 TE5P5 HiEBILR

PL ¥4 b, fEMCE] Ps R3% it KK DownloadProxyRequest 15 &5, #|
W18 501%H SR B B9 R AL GREIL LS Servent ID) &, MIMEPHIEE RE
RERBHHFAM IP A Port, EERWMEREYARF, W —
DownloadProxyAck 25 P5, FFi5_L1&r 4 IEH .

17:42:58 send vedor specfic message: DOWNLOADPROXYACK/INFO

B 5.3 P1 I B2

e a1 75 &, #3F % DownloadProxyRequest #1 DownloadProxyAck HEFT 65
B BT A A HIE TR B BT Servent ID # Message ID AL ) .69 Servent

ID, Message ID {EHCEBINIZM BIFERESHIN. P2 RRER LI,
RP T8 R B DownloadProxyRequest £ DownloadProxyAck it 8.:
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17:42:58 Received vedor specfic message{not for me): DOWNLOADPROXYREQUEST/INFO

17:42:58 1 don't want to be a download proxy, just forward DOWNLOADPROXYREQUEST/INFO

17:43:00 Received vedor specfic message(not for me); DOWNLOADPROXYACK/INFO
117:43:00 farward vedor specfic message: DOWNLOADPROXYACK/INFO

B 5.4 P2 faiH Rt

M ET & P3, P4 ERAE 2 SCHHM, 2K aCH IPARIER
A DownloadProxyRequest &, HiHTHR:

Received vedor specfic message{not for me): DOWNLOADPROXYREQUEST/INFO-
7:42:57 willing to be a download groxy, add IP and Port to DOWNLOADPROXYREQUEST and transfer it/I

7.42:58 Got RVGIV reguest. JDERUG
7:43:01 Received vedor specfic message(not for:me): DOWNLOADPROXYACK/INFG
7:43:01 forward vedor specfic message: DOWNLOADPROXYACK/INFO

43:02§Ew proxy upload requesiIREBUG

B 5.5 P3 MIiBEITE

FRERYE P, EV RIS RET R, KB LA FICIV MRS
ﬁJ:ﬁ'%‘Ef’BIFF #E}F —AJ:%LHJ}ZFTFﬁﬁ F’Jﬁ’?‘%?’iﬂ&fﬁﬂ’])’(#

PR

? 1 17:42:57 willing to be a download proxy, add IP and Port to DOWNLOADPROXYREQUEST
1 % 17:43:01 Received vedor specfic message(not for me) DOWNLOADPROXYACK/INFO
1

17:43:01 forward vedor specfic message: DOWNLOADPROXYACK/INFO

# 5.6 P4 i RitAR
LERPLT A, BRERERLNREN, HEATEHCH IP A Port 58,
HHBAREEHANRET A, BRI IREEMMEa#TEETS,

523 XHHCRELMME

AT P3EAREYAE, AT IT a0 L% T .
X A PLRRIE & P4 # HTTP AR AN SO 4604 TCP #.
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¥ 5:d24bl1dd355947367 f9d@dd9484ac3al/qtellad

ET /get/5/qtellad HTTP/1.0
sar-Agent: Dtella 8.6.5

HTTP/1.0 208 Ok
ontent-Length: 1812336
ontent-Type: application/octet-stream
Sarver: Qtella 8.6.5
X-Gnutella-Content-URN: urn:shal:P3JO50PHONTZRAKLGUBYHEIFCPAUCHUY

[k
T, SR R SRS R e

oo amyusefiles. ki caissocarsas RT2.0......myusefiles\command.it..6.....

b

B 5.7 M BN

M A AT RZEW B 303 R HTTP FWGIV I A JS, (LIEHL B & — 4 HTTP GET
MR, BT, biEHEET HTTP OK MMNfE, Fi8 LIEIHRT.
M E4EF PLEEEIG o LUB BIRENE L BR:

#i% Wik ¥ #$x AR ML

Upload::initUpload <GET /get’/S/gtellad HITP/1.0 - =l
User-Agent: Dtella 0.6.5

‘gtellalmpgtetad - WS - Shell - Konsolks

y 972
Index: <
User-fAgent: Dtella 0.6.5

»

Filenames1: <7:qtellad’

|6

gtellad

Filename/2: (7:qtellad>
Uger-fAgent: (Dtella 0.5.5>
Range: <0> - <03

Content-Length: 1012336
Content-Type: application/octet-gtrean
grver: Qeella 0.6.5
-Grutella-Content=URN: urn:shal :P3.J050 FHQHTZRAKL BUBTHS JFCPAUCHUY

B 5.8 EHlE BRI bE

BIFE, T80 Ps BHRMERT — 4 AIF BRI HTTP FWCET HRISRTHE,
REYW M M UEAHARE, BARMEGTES, RE—4 HTTP 0K
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GET fget/5/qtellad HTTP/L.0 £
nge: bytes=0-1812335 :
ser-Agent: Qtella 8.6.5

TTP/L.0 200 0k

ontent-Length: 1812336

ontent-Type: application/octet-stream

arver: Qtella 8.6.5

=Gnutella-Content-URN: urn:shal:P3JOSOPHQNT2RAKLGUBYHGIFCPAUCHUY

rlasess L 5
......... R e T2 . 0
----- myusefiles..t..2.....000.......RT2.0......myusefiles\command.it..6....
wafl..0f.5
seaW...pt.By\....7.87....6..9..6..#;...57.8..q...0.¢,.|..W.WufaT.."..|...0..

e

BJE, RNMTUARREOTESERH, S8 TETE, BAOsERR

BIEET:

117:46:17 bytes read: 1012336/1012509 header: 173/DEBUG.
117:46:17 Set state 3./DEBUG
17:46:17 Set state 4./DEBUG
17:46:17 Set state 4./DEBUG

Bl 510 XHhfefrmke
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MREH I, R — B R MO RN, FAZR AR U fE— e ah
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Download Proxy

Document Versicn: 1.0

Protocol Version: 0.6

Feb 26, 2005

Zhiwei Zhu (Dyingwood @tom.com)

1 Introduction

1.1 Background

Gnutella servents exchange Query and QueryHit messages over Guutella network for
finding files. But files are download out-of-network, file data is never transfarred over
the Guautella network.  The transfer files to one another using HTTP,  Once a servent
receives a QueryHit message, it may initiate the direct download of one of the files
described by the message's Result Set. A direct connection between the source and

target servent is established in order to perform the data transfer.

This scheme works so long as the servent hosting the file (the server) is accessible by
the servent downloading (the downloader) the file. But it is not always possible to
establish a direct connection to a Gnutella servent in an attempt to initiate a file
download. The servent may be behind a firewall that does not permit incoming
connections to its Gnutella port. And increasingly it is the case that servers are
behind a firewall. If there is only the server is firewalled, the original Gnutella
protocol has a workaround called Push. With Push, the downloader constructs and
sends a Gnutella Push packet on the GNET containing the down loader's address and
port, as well as the server's [D. The server opens a connection back to the
downloader, sends a special header, and then waits for the downloader to begin a

HTTP conversation on this open connection.
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[f the servent that issued the Push request is itself behind a firewall, then the direct
connection can also not be established; file transfer cannot take place by the Push
request described in Gnutella protocol. It means that Gnutella protocol cannot

transfer files between two firewalled servents.

This Download Proxy proposal outlines a technique to do away with these problems,

therefore a firewalled downloader attempting to get content from a firewalled server.

1.2 Requirements

The key words MUST, MUST NOT, REQUIRED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMMENDED, MAY, and OPTIONAL in this document are to
be interpreted as described in RFC 2119.

1.3 Terminology

To understand this document, we use a standard set of terminology throughout. A
Gnutella servent that is sharing files and that cannot be directly reached by the bulk of
nodes on the GNET (due to firewall) is called the Firewalled Server or FS. A
Gnutella servent that wishes to download from the FS and that cannot be directly
reached by the bulk of nodes on the GNET (due to firewall) is called the Firewalled
Downloader or FD. A Gnutella servent that is used to proxy download data is called
the Download Proxy Server or DP. Any Gnutella servent that is along the QueryHHit

message route is called Route Node or RN.

2 Basic Operations
The basic operational steps of the Download Proxy proposal are:
L. The FC sends a Query message and receives a QueryHit Message from FS.
2. If the direct download and push download are both fail, FC sends a
vendor message DownloadProxyRequest message along the QueryHit route
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to FS.

. If any RN is willing to be a download proxy, it adds its address and

proxy pott to the DownloadProxyRequest message.

. FS try to make backwards a direct TCP coanection to all the RNs listing

in the DownloadProxyReques message's Node Set. The last successfully

connected RN will be choosing as a DP.

. FS sends a vendor specific DownloadProxyAck message to FC. This

message contains DP's address and proxy port. Each RN checks whether
this message's [P Address field is the same as his. [f not, it means

he will not be the proxy; he can cancel his proxy socket.

6. FS make another HTTP GIV to DP to upload the file.

7. When FC receiving the DownloadProxyAck message, it sends a GET request

to DP to get the file.

8. DP forwards the file data receiving from DS to DC.

3 Vendor Specific Messages

According to the proposal "Framework for Vendor-specific Messages”, vendor specific

messages are sent encapsulated within a regular Gnutella message bearing the message

code 0x31.

The Vendor-specific Message has the following fields:

Bytes:

0-3

Description:
Vendor ID. Case sensitive sequence of 4 ASCII characters, as with
query hits.
Sub-selector. Indicates the message type for this vendor ID. In this
proposal, there is two types of vendor specific message:
0x01 = DownloadProxyRequest
0x02 = DownloadProxyAck
Version number. A little-endian unsigned 16-bit integer. Versions
waditionally start with 1, but a vendor may choose to start at O if he
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so wishes, (In this preposal, set to | as the version is 0.1)

[mmediately following the Vendor-specific Message header is a payload consisting of

one of the following messages.

3.1 DownloadProxyRequest Message (0x01)

The message has the following fields

Bytes:
0-3

Last 16

Description:

File Index. The same as the QueryHit message. Tell the FS which file
should be proxy transfer.

File Size. The size (in bytes) of the file wanted to be transfer. RNs can
determine whether to proxy according to the file size.

Node Set. A set of nodes between FS and FC. This set contains Number of

willing to be downloading Nodes elements, each with the following

structure:
Bytes: Description:
0-1 Port. If the node routed this message is willing to be a proxy, it
sets this to its proxy port.
2-5 [P Address.  If the node routed this message is willing to be a proxy,
it sets this to its [P Address.
Servent Identifier. This field MUST be set to the Servent Ideatifier
returned in the corresponding QueryHit message. This is used to route

the DownloadProxyRequest message to the sender of the QueryHit

message.

The Message_Id field in the Message Header of the DownloadProxyRequest message

SHOULD not contain the same value as that of the associated QueryHit message, but

SHOULD contain a new value generated by the servant's Message_Id generation

algorithm.
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DownloadProxyRequest messages are forwarded to the originator of the Query Hits

message using the Servant Identifier value,

3.2 DownloadProxyAck Message (0x02)
The message has the tollowing fields
Bytes: Description:
0-1 Port. The port of DP using for download proxy.

2-5 IP Address. The IP Address of DP,

The Message ID of a DownloadProxyAck message MUST be the Message ID of the
DownloadProxyRequest message it is sent in reply to. Servant MUSTfirst make sure

that the remote host supports these rwo message types. This can be done using

handshaking headers.

4 Handshaking Sequence

After the TCP/IP connection is created, a handshaking sequence is initiated, and we
MUST add our vendor-specific headers to the sequence to indicate that this proposal is
supported.

Servents supported this proposal MUST exchange a "DownloadProxy: |.O<cr><If>"
(1.0 is the version number) Private-Data header or with higher version numbers when

this proposal improved.

Here is a sample interaction between two servents supported download proxy.

Servent A Servent B

GNUTELLA CONNECT/0.6<cr><|f>
User-Agent; Dtella<cr><lf>
<cr><1f>
GNUTELLA/0.6 200 OK<cr><If>

User-Agent: Deella<cr><Ifs
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DownloadProxy: 1.0<cr><If>

<cr><If>
GNUTELLA/.6 200 OK<cer><If>
DownloadProxy: 1.0<cr><If>
<cr><If>
[binary messages] (binary messages]

If one node of RNs doesn't exchange this header, this download proxy proposal to

tunnel bi-firewalled servents is failed.

5 File Transfer
The files are downloaded out-of-network, and download protocol is HTTP. Once the

download proxy servent is identified, FS should immediately send the following to

DP:

FWGIV <File Index>: <Servant Identifier>/<File Name><1f><If>
Where <File Index> and <Servant Identifier> are the values of the File Index and
Servant Identifier fields respectively from the DownloadProxyRequest received, and
<File Name> is the name of the file in the local file table whose file index number is
<File Index>. The File Name MAY be url/uri encoded. DP then tesponses with an
http GET message to FS to download the file to its buffer:

GET /get/<File Index>/<File Name> HTTP/1. 1<cr><If>

FC also makes a connection to the same port of DP and send an http FWGET

message:
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FWGET /get/<File Index>/<File Name> HTTP/1.1<cr><lf>

When DP receives the http FWGET message from FC, it compares the <File
[ndex>/<File Name> pair with which was in the FWGIV message received from FS. If

they are matching, then DP transfers the file from buffer to FC.
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