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Abstract

Information system needs active protection measures. During these two decades,
intrusion detection which protects system actively from hacker’s attacks is a new
technique. The traditional algorithms for intrusion detection based on supervised
learning can’t detect unknown attacks and request that data are correctly labeled as
normal or anomaly, which detection rates are higher and false positive rates are lower.
There are lots of data in network environment, especially for labeling new unknown
attacks correctly is hardly possible. If the methods of unsupervised learning are applied
to intrusion detection, the intrusion detection algorithms based on clustering can detect
unknown attacks, which detection rates are higher whereas false negatives rates are
also higher. Consequently, the paper proposes the algorithm for intrusion detection
based on semi-supervised clustering.

Semi-supervised learning is one of new research of many hot topics, which attains
joint probability distribution of labeled data and unlabeled data to improve classifier’s
performance. The paper proposes the algorithm for intrusion detection based on
semi-supervised clustering which uses a few limited labeled data to generate seed
clusters initiating the algorithm and then aids clustering process to detect known and |
unknown attacks. There are a few labeled data in network environment. In order to
maximize the utility of the limited supervised data available in a semi-supervised
setting, constrains of labeled data should be selected as maximally informative ones
actively rather than chosen at random, if possible. In that case, fewer constraints will
be required to improve the clustering accuracy significantly. ,

Systematically, the paper investigates the basic theory of intrusion detection
system, introduces the definition of intrusion detection, and analyses the models of
intrusion detection and research state-of-art and existing problems nowadays. Aiming
at the problems of intrusion detection algorithm based on clustering, the paper
proposes the algorithm for intrusion detection based on semi-supervised clustering,
namely ACKID algorithm. The paper applies active leaming strategy to
semi-clustering process. Active learning queries constrains on labeled data and
unlabeled data, which uses FarthestFirst to label the unlabeled data.

KDD Cup99 datasets are standard datasets used to evalnate the algorithms for
intrusion detection. The paper uses KDD Cup99 datasets to analyze the evaluation
process of ACKID algorithm, confirming ROC curve as evaluation standard of ACKID
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algorithm, analyzing the attribute features of network data, preprocessing data and
analyzing results. -

The experimental results demonstrate that ACKID algorithm which has the
capability of generalizing unknown intrusion can detect unknown attacks, approve that
ACKID algorithm using labeled data and constrains can improve the detection rates
and low the false positive rates of the algorithm, and confirm that ACKID algorithm
adopting active learning can acquire the most useful supervised information to detect
unknown attacks.

Key word: intrusion detection; semi-supervised clustering; active learning; ROC
curve
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R, MBI HAPIS SR RIS ESEN, NIRRT R
W, HERTIITE, FEAR NS, ETREEIMABRILEREENNT .
Hil, THIENESSHENABABRRTY, BAE—ARILR, HRA
BABAFANBRE S, 2R T W82 BRI E IR SRS 1,
3 B AT UM BIR DN BT H .

3.1 BEESR

RAMEFBBRAREZMEESR, ERRREEZANHELUEEE,
HHRUEERRD, BEER—RE, EIFFNBEHERTE.

311 HEEeEtESE
E%THE*EE&%H%@UEW ﬁﬁn¢ﬁﬁ%$%%ﬁﬁﬁ
X, = (x,,,x,z, xy,)r, i=1,2,,n. (3-1)
XE, SARIRITER p TEAN— R, s MEERAR p TER AR
B d(x,x,) B4R 5 5r, Z R, —RUHELTFER:
Q) HE R RA AR, B d(x,x,)2 0.

@) BERZ AR Ry RA.
() LR RERERTYE, Bd(x,x,)=d(x,x).

TEMBNH TR EHNER:
1. BRECEEE
D ERLERZRESD,




14l AR FAREMLFOENL

1
d(x,%,) =[> (5 — 5,1 (-2)
sl
€d,=d(x,x), D=(d,) RR—IEBEH
0 dn dm
d, 0
o (33)
dul dnz "o 0
ﬁq: dﬂ = djf °
2, HAERES
d(x,,xj)zﬁ:]x,t—xﬁl 34
k=]
3. Minkowski §5 25
1
d(x,x,) =[3 (g ~x, T (3-5)

ix]

Hebm>1. Zm=2,104 BIRIKICEER . AXEER.

4, Chebyshev 3635

d(x!3xj) = E‘&’; 2 — % | (3-6)
Chebyshev P55 & Minkowski 5 24 m > +oo If IR R .
UEERL S BEEROENTR, HHEREANER, HH R Sgi
fTinnEl, RERFEASORTTEIER . FELEE

x, S G-7
- 8
1 g —
s,f =——Z(In —3‘1) G-8
n-143
% =%,Z,:x,k, i=1,2,mk=12"p G-9)

3.12 FEEEEE
G, 56, ARFEREANE RENIBE 0, n, MR, WRG RBHG,




ABAZRREBLFLRL g 157
5%G, &XMH WG AEn =n, +n M. BERRNEBLEG,. G, 51
KG(k#pWIEH, HWRETHG 5G,(k+p,MARAEEKBELAKX. T
M EERERNREERNBEARX.

1. BRI
Qﬁa%i%
= mm{ieglgﬁ l d,, ie2;1‘1111510 ' dy} (3-10)
2. B
2 Do Py BH,
D'*_n_PD’tJriD"*—iiD" (3-11)

E—EE£HT, iJJ:a“réé B2 1 BE B BB A R T U R A — R RE
B FMEESRAKKER, RV ESSRARKYIER, o
& = d(x,%) = (5, - %) (- x,) =, ~x, (3-12)
MK RS EA RF LRI :
Di=a,D} +a, D+ D% +y|D}-D}| (3-13)
AR (o, fARKAEERSE) AT EFERPIE, XHNIHE
NE—GRRUETHE.

32 FERBEEZHHRE
1. JsEH#%

A RKPIR LB BRI K, RERBEMENRTEE, HERS%
HEAENE. BHEFBERL: MFATAMEENKES, BRESVRERE
KM EIE, BRERAEEREABLRDL, REEKTFESMBESL
(IFERY, MEUER YR/ MEMDL, BEBENX K, B3/ EXK,

EF U HREREHIMEESE: Kmeans HEPIR K-medoid®8 %,
7 K-means HiEd, SAKAHAKPPRMHERTR. 7 K-medoid HiEH,
SAKEBEELPOHN— M RERET.

RABERE SR, BITEERNR, SYattE NSRS, Bk
FEERE, MAPLERBEFFRNREEHERAEN,




F16m AEARRREN L FART

2. BiRH%E

BREXRP g AxBER. £En M EEIEASL, RENERERZ ML
R, REEERH—IEHR—IFE, B n-11%, HEHLSHAM
KON, FRENBEINERS]E, BESRRDO—ME, HEIFERNTER
BER—%,

CURE(Cluster Using REprentatives)&—# B LR RBERE P, #
CURE ¥, £TFTHOENEENRE ANEEH EEEETERTERERTE
FAREIESR, BiLl CURE XA B M SRR~ RE, NTEFREEZRE
BREREEMES . ST RESFEHER, CUREEZEMELEE o), nAH
ERRE. ELEXREEN, BERLARTHE. MASHR,

FEELBBERELN, EPEFRNERE BLLRFHRAFRE L
L, BERBRAMBRESR, BHSHTEMGERE, ks, HEHTE
KEHN, EELREBRFEEZANAMLE, FAPEREERSMIFENE,
FiEfT RS, MEAHTFRAAEEEL.

3. BETHRAEME S

ETHEMFRERE B -MHE, FREBSAEEENBENE. X
CAMEER: BREEERG—RIINEEIBHREN. B4, TRESABF
PR R T R B R M B R L B R K

COBWEB £—HTHEANEESEREED, CHRAKERSHKRE
tE—~ X K#R. COBWEB ZLL— M 2EHEEAEREXREEN. COBWEB
AETRERE, 8% EETEMRELOBEIHEFELBTE, ATIENR
RIEPEBRBIH. B, REVBERSHRTEBEFNHFRELERALE
Bt.

4. BETEENAEL

ETERORATURNEEBRNORS, THEIEILAHE. RIE
BAPIR. ABSTLRNAARTHESOKEREENRE BTUHE, T
—ARATHE—AN B, EARFEHVETRENEBEATSENRE, &
a3t AR B ENBERTER, FR-IRAREETHER ML
BUEFTHRE.

DBSCAN(Density-based Spatial Clustering of Application with Noise)&—Fp
FHEENELEEDY, ERE-ANERBERBHAOHK. EEATHREN




MAXERREMLRAIEX B ®\

FTEFPRACERRORE, ZEEMNEERNEND OC) . BRI AT HE
BAWFABUE,

3.3 XaHEE
ﬂﬂﬁé—ﬁﬁﬁﬂﬁ%“¢ﬁﬁ@ﬂﬁﬁﬁ%ﬂﬁ&k4%,i?ﬁﬁ#
Hik: K-means HEM K-medoid ¥,

33.1 K-means H%

K-means 3 NREPHAANAERC. HTHIRROER, HEH

BEATIEYMS, TEBEERENDL, BERERR, BREE— EL

HAReA e, BB ERREAAERML, BESHENLER. K-means HEHRW T
Fik: ETRPRBSENYSHEREE S,

WA: BEEX={x)" 5 eR, HEAEL.
Wit BRI IRERIE/N G A FHIBE(X,) .
ik
1) AT (0]
2) EHF(3)2UGS), BRED BRBBIH;
D HEERTHBEYE, BEMHE > EHFRERA MM %
Bh = argmm"x ("r,

4) Eﬁ#ﬁ%mwﬁﬂpﬂ)(— (1+1) Z X E%§4§

5) t<(t+1). .

K-means BILFINFRRER O(thn), HPn RETBOBE, L RENGAIY,
tREGEANRE, ERFEt<n, HAUEERERE,

ERRRR: HEPET—IRESRE: dTREEENBRE, ©H6k
REIERNE; MRELEB: RALERTHETFEN, SHREERS=M,
MBEBANFRE. ENEENEIEAERDAERE L WE, FARFLE
FIF A3 B G R

3.3.2 K-medoid B
K-medoid B RAX P HEBHEERSRE, A AL DR DLHE BN




H 187 MEAEMREBMLFMIEX

R OEAWEREPL, NTHRESHESEPORZEMNERZ g /MLE
W), HPEABEIBELBREN AL RERIAEPLAEERBDLMA, U
A ER TR .
5 K-means BE—#, K-medoid BEHBRETERAEM IR/ MLEN
1, A ERBBIEL T E, K-medoid HEHRWT:
ik HTPOLEAMRSREES.
WA BEEX={x} ,xeR’, BHHEL,
#idl: kA%, FRAEEESREPOANEREBRED.
i
1) EREELMEEELTHBOTOA;
2) EHE()E6), B PLAFERL;
3) RREMFRMUEEARCRIENPOLEFRENE;
4) BENLHEE— M EP O REIE O pion:
5) HEH O, B O, K ERM S
6)ifS <0 then O, B8 0,, ERFHKIANFLANES.

5 K-means H#EAM, K-medoid HEELEGFEEANNLIHEARS
B, BHROLEARESBNERLZRERELM, HE K-medoid EEH
K-means PATRM H .

3.4 WMIASHH

WL AESCHBREB PRI LR, EXHERT, ©N5HEN—
BRI A—B,

P AFTRER B HIATHRRT 2. fitn, —PANIER 4 KTHLE
BEXRIEROSHOREREHEN. F5b, LA RERETHHIER
RUEMZER. S, —~MARAKNEFRHTENIRCTR TARAREERN TE,
Bl — AL . .

FERREEEEAREN L SHEmE M, REFREN. BRHT—
PAKRETERA—MANGES, ZTRSHEENBRERNER. BODE
B, MLAFSRFEFEER. #n, ARRAF, FLATEIREARIT S,
XHE, IO ARUAMT RN A BN BEEREES, BRI RIEE,

P ARRBAMBWMT: KE— 5038, URBUENOILROHEE,
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ERESHANEEALREERRN. BENRNA—BHL L MR, WL
48 6] AT DABCE A RS A T R A

() G fBREE R E S AR MBET BN RA—BA;

(@) RE—MEROFERTEXH AL,

EARREF, ARITHTUEFERILA. NALARBRER, EETH
BT H T HHEATH (POLA) ZE-MLAREMAREHRETHNEAR
B, BRAMLETURRBARIT . RAMLAN—RIBRE: HEANER
TR A, AEARERRRRE, SEAITIRAME MY R .

HRETFRLEASTPHARRUBEAUSTH=5K: BTHIERE, BT
FEROAEAETERMGEE, EXRXP, TEEHNEETRENTENE
MERET MR, IREENACRENRENS, BIHERRIERIE
AN EEREREAE, EERESZINRBAARNLA.

35 HGBREEZENERADPELENGE

MEBENBHSTAETRERR, XA, FUERRERETY
YRR S R HFEUT | & o
: () #HRMEEENERFEMOERERY, CAFFHELEE &
BnffEl (duration) BEUEHE, RE (service) BFMAER, K-means HiEM
K-medoids M B¥EARTAERELE, RELEFRFEEY. BEHBREE
EEEHRESHBAY, BARESMINFEREERER _TEE (H1X
BT BORFABT). EABRET, MERENBRHERFTRE LTS
B, mRGREENERERE _TBYE, BEERERELS AR,

Q) ERGEEES, TERGAORTREY, ERATEBMXSELHRY
MFEEKE., TRRHEBARRTARNE, X-means f! K-medoids FEHTE
BArRgsasEs, MiREERBEYN, FUNESEEEXM, BARXS
RBeEnggE. BENBREEEETARNLREFHENELMLE, ™
EMEE k ETHLHEERNER, BABEYSFRATERE.

() REFEESEEX, XEHREEHERE (N TCP EEERMREME
7271, FUBEREREEMORTERZBR.

K-medoids HEBRFZREFHEHEH, HERTHEMRL. BB K-means
Eope b mAKESE, EREEAFRERN, WTERTRERFTHEDN
¥iES, FTESTEPLHEERRNE EIFENEPOLAETRE. dUX




%20 7,1 AERFRFEM L FAIEX

KPR A 2 BB E MR A AT RE A, EHERBX, FURERY
P % B AT R - B R AR AR

3.6 AENE

EEEANBTERDAIRETR, RENRRFEETHE, HHBAX
AEENRE R, BESIATHATFAGRAMNMARREE, FEEIAothE
%, BREERREEENBRRPFENDE.




AAXERRERTFMIEX g0 m|

F4E ETHEERENARENES

EAMARRNEERETREEIN, RUER, RREE, BELERY
BARMB S, BERISGETHEBECRMRCHERRRY, RAMERSK
WP EERRNEE, RLRXROMARIT N ERMARIE/LERRT .
MIEREFIGEMABARKE D, RAEH, BRELE, REERFLH
EEE, FENRRCBENRIES.

ATHRREELIANEREEIFTHEEATARRAFHAE, SINT LK
BE3. ENBRED, REOEMIFCRAITN. RicoEE—e Bl LR
THERERROSHAHEL, B CREETEREREANAGRUE S,
ALBRFCHERBRRLE, tRRESOEMNGFERIAREEERATS
EARITH.

41 ¥KEF3I

FNEFARNBZNTET—AFOTFREA, CETFEHERNRFRD
BRAOB S MRS MRS SR B, LUBEITH L ENBSRHEL
BRk.

LR EIRFENAABEFCEEREBEIER, S sRkegl,
XEH AR co-training(Blum & Mitchell, 1998)*, transductive SVM(Joachims,
1999)°%, ZE EM S, 36 RATE B8 3 A\ B 4512 72 5P (Nigam, McCallum, Thrun,
& Mitchell, 2000)°%, B RAFDHE 4 =] 1 30 (Hlastie & Tibshirani, 1996)°74%,

¥ WERREEF A BRIIRCR—EHENAR B RLTE, BIH
F % B/ ¥Z < 1E (Basu, Banerjee, & Mooney, 2002; Klein, Kamvar, & Manning,2002;
Wagstaff, Cardie, Rogers, & Schroedl, 2001; Xing, Ng, Jordan, & Russell,
2003)P830811, s MR R IR AR R IR, H BRI REER
REFHEXMET, BAENERRKNLENBSRBEETTURTHESL. R
MEFZTHE P, HXNLFHIRRERRFTLY, SLABHATANE, %
BB RETUAMSAFCEIEE DX FIBEYEE, R, EROH AT
B RBEGENHBRR,




£2R FEAEMREB LAY

42 FBEEHE

FUBERBFH— LY CRIARERAF KRB ERBHELLE. &
TFHEHRT, EENRIEERFTEN, FHEBRETH iRt SIE
B REARMERHTES, FEFEESBYNAIFE.

EWERBH S HHE:

() EFHEEIENAROE L. ERENARCEBENAREERNESE
Wik Bin 8. D BB — M EHITRES, MAREHBNLFANET
#HF 819 must-link BL& T4 ) 498 cannot-link, BANEEE: o HIGREE
RIEENHAR, ZEBHREPADBFMLAR; RIBAFCHIE S B,
PHAEREERNAR, ETERERMNARBREEN, K2R pz R
%.

Q) ETEBENEE. ZEEFRBERCRA RN ERMNERRLHER
B, AANEEE: ETOPRRAEEMAINIRERY, ETREREY
A RIMBKEIER; FIRSE T FEUAZIAY Jensen-Shannon B EAM™, B EM
Bt RBEE (string-edit distance) %,

AN FENRETRIEANARMENBRREE.

421 [E)REiEA

K-means H¥k R ARG IEEHERE, BARAMARCEENLEES. T
HREEFNEREEER, FOBENRERSS2NAHAS K-means Hitd
H. BEAFCHRERNRHFROGURREE, RARFHEFCEERAR,
ERIARFIEHIFENR LSRR, ERBLARHFITURCRTER, HFA=EH
FRiCA I,

BE—MIIEE X, K-means HHET DA RF X W AAMIS (X, X8
MEHRRERBEHRAY. BEHTEScY, TUBLUTHSREABMTES:

(1) Bk, HFEIMFFres, APRHEx NETHERX,.

Q) METHREE X EMIFX,, X, PEDHF I MMFreS.

@) FRABMT MR AU (5,).,, WHTFHE,

RUBAH BRI FHERS K-means LB EHFEA.
EFHRiCErBEBRAEEFTHM: Seeded K-means H R Constrained
K-means ¥k,




AEAFRREBM T IR ® 237

422 Seeded K-means B %

7t Seeded K-means Bt , HAHHTFHRUBLLAFL, XEPLFRER
K-means HEFEIHLA kMOE, TIREFEHTRSKERIS S, BPOER
HEhAER P Seeded K-means HEHIAR T

H i Seeded K-means ik,

$A: BIEEX ={x) 5 eR?, BHEE, THEHTFHES=ULS,.

Wil: JOESX MR kARA{X,),, . 478 Seeded K-means HFE
M¥mit.

Bk

1) ﬁ?ﬁ%’mizﬁ&tkﬁ\*@w}f’ei xh=1k;t 0,
IS’!I"ES: : :

2) ER3)E(S), BREREHFRB
3) HERETRENE, #ENMEEEFRERBUNERY (G
Xy, B =argminllx— Py r;
hefl 4}

. wy 1
o) IS <o T AN

5) t(t+1).

423 Constrained K-means &%

£ Constrained K-means B AT I ES, MFENAIIFCEREIZN,
A Ef FRIEESHENE, BRI TR ETRSE, EHTHT
P EEERAEER T FIFCAEMR. M Seeded K-means HEH TH 5
BRAKER, HTERRIRDHFRCTCNE, BTLAEISA L MFRT PO
J&, BRaTLlIEpE AR F. Constrained K-means BRI T .

H:. Constrained K-means B 3,

B HE&EX={x] ,xeR!, BHEBL, WWEHTES=U.S,.

Wil BIBEX HTEZMEAMRIS{X,),,, 1 Constrained K-means B 4%

£ 647 W
&7 3
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1) ﬁ?ﬁmt‘%m%um‘f’el Ith L kit €0,
P13

2) EHR3)3I(S), BREF BFRH:
3) HEEHEDKIEYE, SxeSH, WhRxeS KEEMaKr (&£

& XY Yxe s, MEIE BRALE (EEX), B ar%mm"x ”(')ﬂ
hefl, -k}

4y EFHHAMIE U X(H,) 3, %o RAEA,

xeX;

5) te(t+1).

43 HUKBRIEEEMEHX

431 #HEEE

K-means £ EM (Expectation Maximization) EIEF4FE, STUHBIESHE
RIRKAE. ZRBETUTRIR: FAELEIRIFAIF, BRRFHEERMNG
IR LN, UREEENRBETREELSH.

Fii7 R &4 %Y(Gaussian mixture model, IRIBAFHE A EIHEED IZ 43
FITBEHR, BRENBEEEY — ZENBREEXRETIRANER. &
MEFTARENEEEASTRR. RREETEBNEE L, BEERY
ﬁﬁ%:

P(x|®)=§”hp]s(x|6h) 4-1)

Ko, n=Phlo) " RESERMNERBZE, Z:.;”h=1 ,

@=(m,7,,0,6,), pABEBENBEERY. £INEBHFRNIRERES

SEMBBRAEABHFEESRIFIEERE, SiHREIHRFE, PEHRES
BHREANREEENISH I, 5REE Y, .

B EEREESTEAERATRELGS, JERTTHNREER RN
FiERA N
L7 5 s4)
(21 4 5) = e ®
)
R M, T HIHERE, FUBETA G NERERY: 6=(u 3).

(4-2)
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432 EME#%

MEERTLKEN, EM BET BT ERF AR RER G BEEA LR
A AR — R R R A T A S R R,
ERAIBEE R Y FE RO A RLEE" S—HREEERLSENLRRST
S ER, T SIATSOS BB SRR E RN ER LR AR R B B R ST
FEEM BN BRAR 2B, TFLE, ENBEIRIAXRTED,
E—FERERE R,

AXFHEKIFCHBORNEERA LY. BRY ZFWINEE, Z2%
FREEYE, V={X,Z} MR, @ RrFxI2HE™M. KU 2 7T
BEE—HENER, CHBEMGEBTRO35 0 MEMEE X . S,
Y R-ABEER, BN EEHEAERZ kEXN. EETEESS, FHA%
FEH 0 HERE, T hFRFEEM EEHERERPEIHER.

EM E:E i I Elln P(Y | K] BRI A R I BB ARG H - Sy
REYFEEMEESIM EHE, ko fFdrQsRomE. POIH)REAER
BRETRAHBEY OURE. RABHETFEIR—MH EZBNERKERK
fho B, FXBONKDPY |H)RRGEREMEPY KB, B, 3IA
B En P(Y | K REN Y A5 BR—ABHIER. COx25RY AN
B X FARB BN Z 043k, LHERRHEIN Z G B _LECP 3 LR
BMEARE. BEZ, EEEIETE Y BENRESA LREIEHE Elln P(Y | 1)) .
HAMT R TEIN X 0 Z BRI 2 A R

—BAREY RARIEE S, ERERGHESE0 BEl. AT, EM
GRS ERARBLFEERO ., LS Y 27 EX—RE ¢ |F),
T4 Elln P(Y | F)|HEN K — AR, 750 =h 28R Y (TR0 ES
XHEELT.

O(k | k)= Elln p(Y | K) | b, X] (4-3)
BOREEROW | MRAITRAHEXRELHBERAFTONRET.
EM B TEA SR IEREZN:

(1) EZ FHLEWERR A MR B EE X KAV Y LOBRRSAATE
Ok | B) - |
Q(h | )« Elln p(Y | )| B, X], (4-4)
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QM- BERhBHEAEQRUBANBRA
h < argmax O(K | ) (4-5)
MEHQELER, EM EIRRABIBRE R P | H) H— A Tah K. EHAA

REHENMHRKMER, EM HET BURSEEIXAX 7 02 BIHRKLRMER .
B, ERBIEKSE—RERKE..

433 EMEZRETHFEE K-means B

Seeded K-means £#5H1 Constrained K-means & ik M & R F R0 E 1 89
M F, EM BEEN LM BINRERE. X 0T K-means HikP, BRIKFHE LR
B2 BRI MDA R — AR KB IR A 270, N5 5 5 R 26 5 5, i xd
BN EHABTE, EXTUESF LB D B AN T kg
RS A MRA RN REE MR ITR A2 H,

K-means HZEHREEER: BELNEHRETINERRENF, EE—
MNEWIA, ETREENHETREXI a2 . STHESE
X ={x,eRYi=Ln}, FFELEEZ={1, 1}, BREFRATANEREES

Him, <1k Vh, BB ={n) . EEAEHEAGHHRNYTE, TUBH.

Eme[logp (X, Z|®)]

"sz’g(”h ( )dlz wﬁr}’(zﬂx;:@‘) (4-6)

hml fm]

=3 k-l ol 5,6) e

h=l j=1

K hws. st—saK, HFRALAR:
1 %h’=argminﬂx,—ﬂ,,||2,
p(Z,, lx,,@) (4"7)
: 0 HibiFA.,
7 ERBE SR, B H 2 EIR LR R BRI R K EEF T K-means
HHNERREBRMME. K-means EEMERRHEN:
Zille-ﬂhlfp(alxuﬂf.) (4-8)

A=l imd

K-means H % ERRAFTLHENMER, FELERBHAIMEES
F R p(z,|x,0,), B EWUMBRIXAEE, fkhFLEREETEN, £¥H




MEAXERREMTFAIEX 7]

BREP, APRA—EERRM ORI p(z, | x, 4,) IR LCEERBOAR.
m, AR x M x, ZEHAR A must-link, B4 p(z, Ix,,/l,,)'ﬂ]p(z,, |x,,42,) O
SARHFERN. EhL, 7 mustlink AR EH—HAHXESHEEALPHITE
BEBBRMF—24, EEEERAREGHERFRREIERINOESL
P(Zh lxw“h) °

Constrained K-means 3/ Hir B ¥ h:

En
Epologp(X,210)]= Y. 3 x5 mp(z(x,0)+c (49

k<] i=l

{§ Constrained K-means H &8 B xR E &K, LK 27 EM B0 E 57,
FERATZEREANRLURE K,
434 Seeded K-means 5 Constrained K-means B bb%5

EMSEAHREN, Rt et SRR E KSR BRiEr &
76 p(z, | 5o ) o TEEMBEIEH, B ERH—LRBIORE, EREEER
S THRRHAEST pz, | 5010)-

¥t K-means ERFREEAUNERR, 17 EBH L B EZEHERA,
Bl J5 8 M-20 B BUE R 4 4 BRI E . e L B REDPEEE P NS HE x,
STRE kAN, HEEME kA RS, £ E-HREHE x BEHUBRE —ME,

HWET A& PRI SRR — N 425 .
Seeded K-means HENMKEEER, SHMHTFHExeSMESIH

P(z 1%, ,) BERE E-SHRAEMTHEEST, £ M-SR THH OISR
BEMTHE, EFAE p(z,|x.4) EETHFTERENRHFL.

E-#0t, Constrained K-means H#:5 Seeded K-means 8EATR, LHHHFHK
¥ x, € S W&MA7 p(z, | %, 4,) » 55 Seeded K-means HEAFRIRE, Constrained

K-means HERATIZR P, HFREMENNREDIN p(2, | %, 4, ) BERIFEARE,

TIEFFFRIBREGIHE M-S RBEERNH, ERTARERZHFRENHE
o

44 BTHREEREOARBARE
BHEANABRNES LERETHESY. BETHELIMARRR




£28 7 AEAFRRE S F AR

HRERFIFCNEEE IRKKERERE, RTELBLREN. FHit,
BEReRNBEmEE, AenlldlFmknld,. SFEayrBgas.

HT R EREM, Eskin REFEHEMASRUEAEZS, HEEMHEKL
HEETEESIBPHARITAEEN &, RER NN FE ARG ER,
HEMETARTRE. TRERERH, SETREZINARRUESAAW,
XAEEERCRRBENERE LAY, BHRARAER. SEEETH
FEAREMBTIRCHINGE, BFFERDAGTHERDIR.

B2 IR KR CEIEN S AHITER, EXEFHESHIRIEEE.
FEEEEEITP, HEBE (e X)) BIRCEE 2(ze Z =1, k}) B EHESN
R P(x,2), WRICBERD, ={(x,z)|i=1n}, HP(x,z) RILRETE
B P(x,z)» REFCEIBED, ={x |i=n+l, - N+m}, HFx W2 RETFH
BAMPx)=Y, (n2). FUEBEIAMEHERER TS RIFETHE
D=(D,D,)HMEHIFRL 2.

RERERPEFERXBARFICHEE, MRE Pz|x) ¥ P(x) FREBETH
AR MVIGEEED, MUEREFREPHRR ISR, ¥IBEERE%
JiEE, EXEMNEEEFAEREEY. ik, XTRHFHERRNARR
# (Active Constrained K-means Intrusion Detection, ACKID)H#%:, FIFDEKMIF
PEEREAR G RESE, URRETRIEERFEEERS S HERERE.

44.1 KHBHHEN

P FES BORMBEBFT AR BHORDEROEIE, ERLZEN
BRI EARENEY. B4, HTHRCHEEBRD, ROEXHEEFENEERTT
BeskiRid. B0, HEFAEBEEXREEXNBREERTREF RS, HEF
FERMARANYE. Bk, AXKHAEFHEIRRSTEERBORCHERMEK
FIREEN A, BENREEENE RS SRETE.

Xoh% N E i RSP IR B IR R R T LR ERE, WA SR
DAL ZEENRR. BRiESEIFHLEHHA, KELXFERADOEHN
BB IR A RE, SREILSBPLEETUSHERFCHEEEF
RERENTHABEENOEE, PR REEEU—ENFXMABIEES,
FKHE— KR, Freund FPINE S FIFY, —EB/EEHT, RHLE
M ESHFAEER A FHRNEI B REPHFREZRE, generalization error),




FAAFMREMTFARX ®F29W

FNSHF TR OB ERREHRRA TR HE, TREAFENERTLAER
KWL B, EFHESMZARER LR AR BRI BE (5 T 52545556)
CURRARE TR 5% S K AREHR IS .

HHERRFAERID>BROFCRENARRBORLIE. HTRARE
HAARIIFCHE, FXEPDERAERFERRANVIGLIE, TARREN®
#.

ACKID BZ#RBLLHFERAFEMNEFNER RN, 3% R
BHREA T EEWIETRAKERTRLINGER, FREHBZERX B
BERAMANNE, ANARAERERRALERIE. FERTHRLERER
BRATRAE LN BIRFBMENER, URPIRCEENSE, Refih
HEHFANTHESAREUMREILSRE, UERATRMESRE. HERE
HBMIRCEIE, ARKEE R HRAEE LIRE T RR R A
Wt.

442 ACKID Btk

EEBEERRP, FEBELARN, ATEMFARXNERESR, E3hEH
HIRLIR, WA REIEERAR, B D R 2 3Rt B KK it VRO B

ERMERE D, ACKID HET iR o AAmcE3EET o0, BrfEst
ERARRS 2RI E. FIANTENR, SEFECEENARATRENS
it BESAARBNET, 2AR[OTRGEHAHRE, LT LERIEN
AR LURT R R AL, EANARMSEER, FTLRDH PR TER
MIfER.

X THEEX ={x},,, #H K-means BETUER &k ARHELH{X,), .
BRI EP0RH 4, FOFIAT 0 R K-means BiLIETHIXR. XHEHE
WX ERBELXFAFEN, ERERRPERERFORTLR.

Constrained K-means H¥H 3| AZH must-link 1 cannot-link. 5% Z7HE
C=(62sG3"> €,1,) s G IE(C1,0,1), ¢ =1FR(x,x,)€C,; » C,p & must-link
ARE: MT (x,x,) € Cyy B x, M x WHER—ME, HSRT must-link 455K
KOBREAT AL TAAEN S0 ¢ =-1FT(x,x,)eCy s Cy £ cannot-link
ZyRIR, BT (x,x)eCq RiEx Hx FRER~MED: ¢, =0FKFxMx BF




% 30 51 ABAFAREMLFMIRX

ARXR. SEFEZENOR, C,RC,PHEEBRIAFHN, B
(x,x)eCy=>(x,x)eCy » Cp F B K # R # W K .

HF

v
R
y
A %5

P aaGt ¢ >

RERIRIC B 52
v
EFRESRIFE
HEEF SR

!
REW DL FM

3

% -

y

o i R AR IC BB
EIER

f4-1 ACKID Hi

ACKID BZERAFRNEM, oTREE (x,x,) HRHEL (must-link B
cannot-link), ¥iEkEIRE, REBLARMBRDPEDRE, BELEIEFEARE SR
EIFHOEREH. MRTEBERIHL LM EPOERREORT, HTFERY
FRMBREWERKEW. B 4-1 HHT ACKID HEMTE. ACKID Hik#
byl

B4k Active Constrained K-means Intrusion Detection #i%.

WA PSBERY ={x} ,xeR’, mustlink AREKCy, camnot-link 4]
WEC,, B¥BL, BERAEHQ.

Wl EATRHASEBENEIES E KRR, REEIExe D, BIEE
B (BEHRIEHR) .




AEAAFMAEMLT BT A

Hi%:
D) MRS RETSENRENA,
2) BHLEEB—MRTREx, HMABN, 2e1;
3) While FEH and A<k
HEEHRIESEN PIFEEEREHERRS ¢
if while E#]x 5EHMESEFHEENXE,
R x 5HHFEE ST FRCHEE £ cannot-link AR X7
WA A+l, —PMExFHEAEN, £

else

HrBAE5ER must-link ARKRMILHE, XHBAH A4
TSRV, P A<k

4) HEESEMB O}
5) while RFEH
Sa BENLERAECHIESETHRIFTHIE x
5b B |x— | T FEHEF
- Scfor h=1 to k
EEENERR A X 5EMESRNARKR, HIRE
must-link AV, FiEx MABIXNEEED,

£ ACKID H 4, SHRiC 43R A “FarthestFirst” 38 77 35 8%, 7f LIgREIRE 14
AHEXNETENE, FMOSEREREIRS, DEFMESERRE—ME,
AR E AP C R PLE B R AR .

FarthestFirst BSR4 B R : FREBEP A MM T EHORIEE. Bk,
I ALE K E— MR BIE R VG EN; BRI M ERT BT
VRS, MEEFHEXNMESEBTHE (— M EERESEFRENES.
d(x,8)=min, . d(x,x) ), ZERES5CH MIEHEK AKX R (must-link R
cannot-link). FarthestFirst £—-4RiE. 4L, LA A0 M AR 1ol i e 2 28071,

fE ACKID #, HIEAWEN, BIREEERI kAN FHIESE. Fitn,
AFEHRE x RECHESERTONE, EdENx5RFESETNKEN
ARKE, HiFx RETUUMBRFHESE. MR- 5RFEESEINKRER
cannot-link 29K, MA— M x MFHLEFEER. MR x SEMEMPHKE
&2 must-link 255K, REEx MABXAMESED . FEEART, EIFEHER
SR, RERKI AT ENE,




$BRM MAXEREEMLEMLEX

X ACKID HEEATHHR 4 1, EREATHTMESE, HESS
ESENTL (), . DRENEREER, BARKENATFRREREH,
KRG ESEDESH— AR, BAKFLEE CFEER BHRSET
WA SEMESEN =V ) PN ARANARER, EEREL-1KE
WRTURE MR THESE. BRER SR 5 EEENL-1K, HAIblk
# x ERmEIF.

$R 5 HEERBRLEH L AFARESE, BB ESEFTOH—
YR, 3T HE SR AR — MR, RO ol S
% k-1 KEWTURE LA T WIESE DTRERERNEFE. Bt
£, NEMESETRABR— By, HEEH (o, x,) AR, HHHAE
must-link £, 3648 (x, x ) WARE R, B2 BE k-1 XE A must-link 45,
BT DL 5, 5 kAE SRR must-link 4K, REBEATHR, KM
1B x BB A AR, W Se W x 5 IR I 16 AR M R R
%, RHEBWCE, RIS x SR TFHERK mustlink F414.

3t FRASE, BUNBME CERTRUL, FRRTEz0% SRR
B, PEBRAGN. ACKD S4TSR 13, REAWEN, RAEARHK
LB, RTTH TR SIEAE S M », (6 FarthestFirst 5004 3 R AL
RIS x H mustlink ARRRWESE, HARBFAGEN, FRAFE. 1
RREEE, RAASE 45, BEEENRIENE, VRN, it
ATEBHH0 A, TIESR 1-3 HH FarthostFirst FNEE S 0SB R RAT ALY
#.

45 EFEMDE

FEITENAT IR H—HFOLEERIARRUEE, FRIEH
RCEERPRAITE. ARERTHENEARR: 4WEANETHEFY
MABRRE AR EER LNER TOTERI R SEE, WETREES
AMABRRESEHRICHEE, TURIHRaRE, ERECRRER, XX
R ACKID HWCRA X34 5%, EFNRMNIERTHNFCEE, Y
FIFCHE ST EBOARKR, Bt T UERBERMTEBERI R R M5
Ro




ABHAKERRETLFAAEL ®Waa3w|

F5E ACKID NEHENE ZEITG

B, SERT—-MEINER. T&. EH. HEORIPEER, XEd
BIFRPEFESECH DS, RNEMHAAR TS BCHREN DS k.
B, BFRHEE TN IDS MEE LR B AN —MEERE, XE5AH
BRiFfE ACKID EH:taEIENR ROC M2 (Receiver Operating Characteristic
Curves); 437 KDD Cup99 A@H HIBEE P NEKIBU BRI, FHAI5EH
T, SHTRGENRE, REFHEAINEN ROC HEFAEEER,
SR BIFET ACKID HENH M.

51 B iEHiEiR

76 IDS MBI, B AR E (Detection Rate, DR) FlIRIRE (False
Positive Rate, FPR) {E5 7R inHE. RF1Z BB EHRR P BEHEEE S B 0B
HEFEH L] RRBEREFLEHERAABERIE S SHNERREN LA,
RUZRT, RREVSRE: AHERRERE, RURLIBE. FOARR
PEEERR T 8L MR By, MR ARHT AN ERRBEERED.

FRUERRBEZ MIR—NEAEHFES, RIBREIFH—AEED
B. Bidtgxed, wRTFHRDERREH— S RE. XEARDRHE
LREEE, BAREPERTANREMARKENL—BR 1001, WER
BEEANERERAKARRUMESENRSE, BLATHRSBI—MERIEXK
EAEBEENRE, CHERETRSET 99%. IHRABRAUZZEFTEM -
WE. EER RSN DA ER S SRR R R,
MXRIRTF IDS BfE, EEREHRE TURESRRERREEEL ROC HiL
RGN EEHE.

51.1 ROC Bh& 9 #h

ROC £32id# T {E4FiE(Receiver Operating Characteristic) 5% A%} T fE4F4E
(Relative Operating Characteristic)#9% 5 . ROC 7 ARA R —Fril F B bt
BEMIEH:, WA ROC HMZ&MMHE B EERN RN FENR N Bk
P THBRBEE,

ROC T HHEARTE TR E R, AR LR PENRREY




T ] FEAFERRERMLF ML

AMER, BEESIKIRAXEPHETERESHEENAIFM. 1960 <,
Lusted BT ROC 4470l TEZ RN, ATERTHRRBRAIIHH
FEBOEFALEYEEHN. AMNTERBEHE ZRATET SR
B, W TG TR B E T SR MNFE MRS L NET Y
S ARSI . BE, KB¥EXH ROC &M NBH#EENH
ﬁEi&ﬁi‘F {6[59,60,61,62,63] .
FRMABRNEEREFREK ROC fi4. A— ROC & LARFI AR
F—R S PR RN RN EARR R, ERIIFENAESEEORNER
BRI SMRIMEE, BERIIE ROC HETAFEEMENA, ERA
&%mﬁﬁiﬁﬁﬁ,m&mﬁﬁﬁm
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,1002040508Y
- - OB
Bl 5-1 ROCHZHE
A 5-1 iR, X MEFRRE, YHETFAMNE, ROC HRRE-IN_4
MR AR RR R RS EY MKX AN . ABRUEETRMTHERET
LA ROC g LHEM—&, DERABARRUFEENTHERS, EXLT
FHEUNBRETHERE. AL —4NEARE LANES DR-FPR, Rk
MEZ RN, FULZEMEN. —& ROC BAMN TFESFHH L=/, fE
LR TEAERT B 100%HE4RR. FIFHEALHFH MEETRMAR
BRgErE, RIELRREER, Sy, GRBRENE. X
&, LEMBFHEERRVLERMEF, EHIRREMARRT, EORAR
BHE.
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5.12 ROC #hi&tig

HAUEMOATUEY, EdXERERELARMENZIRENME, T
8241 ROC BZRIFHEEMERE. HHEAATRMNEE, ROC HARETHAR R
MRMEBZ BB URXR. ZEANBRIFSES, ROC HE ENEIMTIESERE
BEM-MEAETRUEMRRENTE. FEREEZHPHSHEE ROC

&7 HROC HIRUB A ANGREIBE, FEER—1 ROC HLMFK. &
%% ROC ZRPHAMN A, BFS0,0/(1,)), BEALER—&i14. RE#E
R R EENR TR EZPHANURLNS. BHE ROC #Lkhi—
MU, RIZEEEEMEGTHARBRKIAS. REH, NERLE
BEOEEY, EEE— M FAZHEREEERRMFE, ROC ML MM %
F—ITEAEEAHAE. MEFOEELBRNARKTIHELZRNOFR, BAK
FEEWEHAN ROC . BEEXMPRE, HIMBRBT K. RBEHRTEE
FIEPBFEHE ROC fIRME. FUEARERHEMAREIEN S LHIH
HIRRAME LS, £ ROC I NE LB B MERIEREE.

Bt % ROC kK434, WTLABBIFIE ROC MR S REFUTILA:

(1) HERRRA BRI E L '

DU A R R 7 B R W R AR IR E A R R X S B 4 BE AR
%. fitm, £ ROC BIZNE LBV AEFRHORBENBHIRRE, £LF
MRPXEH A& REENER.

ARBITASEARITHBESHFEBNEER SRR EENIRGIE S, X
EZRE ROC BIZMEERMNE. MEANRITHASEABIT BRI KL
RN, HEBENZLAES, RUENRERECECARETHES, XFHRHIR
HiRG g REFME, ZHRHM ROC BIZENA (0,00 BIA (1,1) H—
%EHZ. KANBRRIEEL 05 MBBRIEMNELEE, BoKE—ENER
BERABERALESH. ER—HE, — T EHRANRMESH LEEES, ROC
MR REELAETRRESY 100%, R|EH 0%), H5TF ROC L EM A

(1,00 , EIXROC HIZ THIXIRA LOEEEEN 100%),

ROC % T HIK S ZR WM BHEORE, EHTFHRANEEN0TMS. thi
ROC 4 T XBEBRHKD, ZFEEENTERBRIKB T2 NIRE, X
BT LR R R TR IR RIS B .

(2) BEHH




H 36 M MEAEAREMETEMIEX

ROC &M F— M EEEHERIBACRERE. EFLERENERET,
FEARBRIANGRLEY, SERNEE5RREFN D 0, X5 ROC AL T
B9fEML R (0,00 B—Fay, BRXBERMINRNEE MR WE, ¥ FTRRIK
BIBME, HIRFRY R EIIET] 100%, 5 ROC B&AE EHMTHELR (1,1) #H—
. ROC HHAZBREMETRNEE ETERAZFRMEMITE, X ATRE
HTRIBHEREANRE. MF—MFEMABRAUEERN, #HEPREEE
EAEETHES (L0 BEFSIBRENIES. RANBER Y ZEEERH
R B A .

5.2 BiIgRE

521 HEKHE

HFXABRBIGHATAEEK, BRTXENARTEYNAL, FHESH
RRENHNRFER—EREENE, 1998 F, ERREBETIYRAETRE
EXEETELRAT 5 BRI THTHA DARPA AR, W
RARATEHREZIRENZKBEEZERBRNEMBRE—NMTEMN, BHTEEHN
BITH, FHEHGT —HREL .

PR Rt TCPDump SAFMYT T 9 AHMSHESIE. Bl DARPA §
EE4ESH 4GByte X AT 7 AMBBAESNEEXARS 5,000,000 MMEE, &
7 B R B3R S R R K40 F 2,000,000 M. DARPA ABRTIFAHRIAA
BRMAKRME T ATIRM. T, TER. THHNFRE, BXEATAGR
WREKRE.

HTREINMERELTEREX FEETAEENARITARIE, Wenke
Lee R4 —HHBISMRBHEMBBA N AR T, FaL KDD Cup99
K58, KDD Cup9 WERTEAHARNERREERZR land Rili. ping of
death Wifi, WO 2. WOTHE 22 7 4 KFEWHEH, wF5-1; WEEFURE
EEMBEERN 37 FHREFR, EF 17 ISEEREFHRTZHR, I
& 52,

#£5-1 KDDCupd W4 EPRAMMERGRY
back, land, neptune, ped, smurf, teardrop,
guess_passwd, fip_write, imap, multihop, phf, spy, warezclient, warezmaster,
buffer_overflow, loadmodule, perl, rootkit,
ipsweep, nmap, porisweep, satan




AP RER LR AE AW

#52 KDDCup HMAEFAANHTMAIRMEAGREY
snmpgetattack, named, xlock, xsnoop, sendmail, saint, apache2, udpstorm,
xterm, mscan, processtable, ps, httptunnel, worm, mailbomb, sqlattack,
snmpguess

ABBETH R 4 KK, TTRER:

(1) DOS(Denial of Service): 4% B . DoS Bk A HIRENREEX
R EHRRE, AMESERHPXERERS . Wback, land. neptune. pod.
smurf, teardrop .

(2) R2L(Remote to Local): ZEMRIKI. RL WikifgRE FALHIA A
REWRCERER K-S HE, FARERRAXREUX G LSRR,
W guess_passwd. ftp_write. imap. multihop. phf\ spy. warezclient. warezmaster
%.

(3) U2R(User to Root): FHARIRF . U2R BRI R RHF L ERRM AP
BERENRARRKBRAFVBRAITA. 0 buffer_overflow. loadmodule.
perl. rootkit %.

(4) PROBE H(ifr: &b O A#MRwA . PROBE Rk e ML E B 19#
Rig LaydtEN, RIMRZLREA, W ipsweep..nmap. portsweep. satan %F,

522 o SR B B B M4 E S #f

AT RE KRS B ST, ERER ERBEXTRIIESFHIEETL
HH . REFREMERFRE IV MM —4&%Z, £ TCP. UDP Al ICMP
EELR. SEEENER UM EY (BEEZNERER), HP T MNEHER
BHANTE, HeMWEEHBEFTE., TRl TIHREHESE:

() EXxEHEE, EENZERE. i), RS, REETHR, BZFY
o R
) RAERKE, HFHGRTET BH—EREYE, WEED bot HFEMHF
., EBRMBERARYE. RERIERE.

3) REEHE, PETHRNSMEREMXAERE. ZIXRENF AT
FES: —FH Same Host BHE, HAESEMBPRELAWEERFTHREBEFE
PLESERED, FXRBITH. RESH—E4HES, MERERNKA. HHE
EEPEESYNHRNEER ST HE: B —Fh Same Service BIEE,
METEFRDRSSHEZAFTHRRS WERPH—EB5HE R, WitiEeE
FH SYN #HR AR G B 7 H REI & A ENE.




H3W/H MEAFFREMETEARX

(4) ENHERHEE, PEFENMNERERBHEXARYE, XREERN
TRABFEHHETRKEYE, RNNMNERATET ZM 100 MEERH— B4
W, Wit 100 MERF AR ERATHRBEMENMEESE. SHE
EAFHRREHERRSHTHHLS.

LMK FE S, TTUMRABEECHITEE, RN ERE. SEnE
KWL 5-3 Ak 54 Fix, REFRARLFIHFHRHRIYMAT, TRLEH]
VBT 4 KRR EHRMTHROARRKR . B THENEG AT R ENEESE,
B UL R B 3038 2 R AR % R 0 must-link, A RIBE S EIE 2 ML R
%% % cannot-link.

#5-3 DoS Bt H Probe ikt

PIRKH & X

smurf: count5, IR iR4R ICMP echo request, 7EilE#) 2 #

srv_count 25, A, FRE—ERENREAEER 25 BARF

service = ecr_i. HEARSHEES>5 BRIAAIE sourf By

(DOS ik —#).

satan: rerror_rate>83%, %R 2BME—-BRENRLES, “rejected”

diff_srv_rate 287% WREEREAE>E%, ARARSNEEN
& E 4 287% A H satan Bliy (PROBE
B —#).

# 5-4 R2L Bl U2R By

LIE KR X
guess: failed_login=>4. HREREE RN 24, AR telnet EEEM
' R guess 4K (RL HPH—F).
overflow: hot>3, hot R ¥ >3, compromised £AE¥H 22,
compromised>2, HBEBHTHEHAR shell, FAINNDE

root_shell = 1, buffer_overflow B (U2R BdiRI—7).




MEXEMREMLFMILN A

53 HEmMAE

53.1 ls&idiE

KDD Cup99 #iFEH, EXHBAL 20%, DOS W4 KB BIBEN 80
%, 3 HKFYR Neptune BT Smurf B, M R2L f U2R KB RAEMER
2 43/ A ‘

HEEPEIFRBMBEHHEE, HTEUHATHMNERE, FTERLCEERE
E£PHRERIE, BBHHENLEBHIE 1%3 1.5%, EXBAEREIE 98.5%
F 99%.

M KDD Cup99 HIE5R 10%H 5B 10, 658 £HIBEATROBIELE,
Heb 106 £FHEHIE, 10552 FEFEE, XHLREABRE—LEEHBECTEE
FABEE. TRPHINBERHBR I MR 5-5.

R 5-5 BEEMHRMHG

RE B BHE (%)
DOS 49 0.4600
U2R 12 0.1126
R2L 23 0.2185
PROBE 2 0.2064
NORMAL 10552 99

MEFEETURATHRHNBIEREH RN ELHR, ERHRSHM,
FERERAARANBEERUFENRESHR. £ 5-6 AFRRULHTRE
gl

£5-6 RUFABGHAYFTHERRER

U g RAZXREHRELE
DOS EXRUZ+TBRBEHE
U2R EXMBEE+RNERESR
R2L . EXARUB+ATRESR

PROBE EXARHEF+HEBERUE+FHARTRHE

532 1A—{ksbE
XFEZYMBHRE, FRMNBEEARNERGE, FUEXELEEE




% 40 5 AAXFRREMLFEE

AL B, S TFAEMVEE, FEREHNIYE avg_ vector[j) SIFHEH E
std _vector[j], A vector[j1RIFMEREME jEHE.

avg _vector(j)= 3. instance ] 5-1)

i=]

n 13
std _vector[j] = (Ll Y (instance] j1-avg _vector[ j1)°)? (5-2)

inst‘:ace[ fl—avg _vector{ j]
std _vector 3
B ESMFTESFHEZRANGETE, FEEFHEMBEEHTE
FHAA—UZ M HEE. XENGRERRNATHERNER L, iRl
BRI A% F— L E P HHE.
RARRTEHITARRUN—AETNRE, AREEENERERNBIEL
Ry, MBEERFENERZANLEREE, REMZRENRNK, AKX
B EA A AR IR L R B FE R B Rt AR i B AR B A

new _instance| j1=

54 ZRHE
541 {nEFE

AT HRAE ACKID i F Mtk, AT TIEER, TESEDT:
(1) CPU: Pentium IV 1.8GHz;

(2) A 512M RAM;

(3) B1EE 4 Windows 2000 Professional #E & 4t;

(@) HBES: JAVAES.

542 {FEZREMB
F XA R E M E R B ARR, WA 52 FiR.

g ARRH AREES
i ZE

g
3
¥
=
"
B

................................

B5-2 ABRIUNEFALTE




ABAFMTEMLFAIEN Eam

1. ERE—

TRET, EEFEEP 10, 658 FRIERIFANGEAT L. HEELEDSK
S EMBEEA BT, HELARAEESEEINEGE, KROEEEIRR
£, WK TNSEEPRMBEAER (U2R, R2L, PROBE). XfMLEHIE
HATRAEMERED, RIKHBERWE, HFEHIFCAHEERR, TXMEPL
BH s BIE, REEDLOE u MEREAFEN, FEEANSITNEEES
p, FIBE B R TR, BETRIEEN, = AN REHE (p REEHEL,
HFEH IR ENER; BE, BHEEESGFEIAR. BIREBH L, TH
AR PIEARRERE D ROC L. BE ACKID Bk k% 100. ¥ 5-7 BR S B
ARG FARLRER, H kB ACKID HiEH ROC k.

#5717 PBRIAERNZANERER

EREBIRL B (%) RE%) WRE%)
5 90 8.9
10 85 6.2
15 82 45
20 80 18
25 75 1.0
30 : 68 04

AE 57 T4, ZAMRRRARIRE RN EF B B 108 MR,
R EEHERRE—BN. BYEROERR T RENSOHE, KELER
WEE T, ARKERGRE. SIESD URTABYELS, NN
ZiEf, FNRREREN. BEELT, BRERERNEMER QS RAMH%
BNSIE, BARFELRE, EARABEE. MLFEHERT, KERTHN,
EAMERB AT RS E RS RNSNEE, DERXEPSSAREE, AR
b A ER SR Y5 ACKID L5718 1% 4K I A2 2 77 By ROC
®wEzxR, WHE 53 iR,




®a2n AEAFRRETMEFAIER

—&— §CKID

.
\\‘\\. “
- .
LIRS s s
WL T AN DN

o -
AN

012345678810 %
G, ., EREW .
A 5-3 ACKID ¥#&M# ROC thik

R
sn
R

“

p

i ACKID B¥:FI3C#R[7]% Combined B A I T AN A s ik fe.
HEAVGR ABSERY, RERBNAEPROALHNEES. RE ACKID
iR 100, S5-84HHT ACKID BEEHBRMEZR, #5 Combined iR
P R#T T HE,

#58 ABRALR
ACKID ¥ Combined i
BL & 2|
REE%) BRE%) BEEX% RRE%)
T B 76.27 5 75.76 5
FEA 93.06 10 92,53 10

H& 5-8 TLIE, HiRWEHFAN, ACKID Hikxf BB EMAMBE
R Z e Combined Bk M85, X £ E N ACKID HHEE A P E3h EHiRCH
AR, RAFRGCERNEERSL, BBRAEGANTVR, ST
i 2R,

3. kE=

W8 ACKID Hi55 K-means, SVM HHA R A DR, SREALRTE
FEBBEIPABRAE 5 TFELABFINBEEINARRBEELD
¥ 8. K-means. SVM 22X B weka LB 5498, TRSHRE: ACKD
A K-means HiZM k=100, SVM BS54 E. ACKID. K-means.




AEAEMREMTELEL AT
SVM =FhE % ROC #iZk & 5-4 Fi7R.

LY s 4

77100 ¢ 07
2 .

i\\
~

.
0 | i L | 1 1 L | A
It

/. 0123456789107
Ly s R v T
M54 ZHABRREKERN ROC BEHE

RS
AN TR Y e

N
AN

tbE ACKID. K-means. SVM Z=#E %M ROC #hik, WTLIEH, ACKID
B ZnEmTFIELEN K-means B, FEH ACKID BEEXHATALEN
FRICBIERETRAERE, BRETRRBANGHERE. LRHRENT 7%8,
ACKID i SVM REERMRAE, XEFENH ACKID H54ENEREEN
i b, RAXHFIEREHRDBGHIARIIRE, BRTET SVM KAR
BEREEAIROBERNFEREREE, BETRRE,

3t 4 REGEMRAUME LB AR R, BEiRMENR 4% 8%, &R
& 59 BiR.

£59 AERILER

BIR (%)
DOS UR R2L PROBE Btk
ACKID 7618 5524 2571 98.62 84.15
RME=4% g oems 6892 5067 10.15 97.53 732
SVM 9326 0 35.63 72.35 68.63
ACKID 7635 9672 9216 99.08 90.57
RBE=8% ¢ eans 6956 9648  91.59 98.67 7754
SVM 9402 0 30.58 7347 92.46

B 59 A, SVM MBS DOS BEEEMRRIE, mWxrRkomd
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U2R WRBIZE S 0, XZEH V2R BiliHEHFES DOS Bk i) BT e &R
Fl; XfF ROL Wik R, 7EiRRE=4%0 SVM BEHEMNRNERER, WERRE
EF 8%, ACKID HEHHRMEEH, X2FEAMERIENIMEL, ACKID Hik
SERMBFEEFHE TN, B0 PROBE Xy, ACKID H¥:th SVM #illZ
B, XREFHELEMEEAN PROBE B R —EYLRZERBAERE, Mk
BB, Bl ACKID % PROBE KGRIl RE H

B ACKID HEMR T RERRPRUESFCHELEE, BEETER
FFRENRNESRARRE.

55 KB

FEIIAFEARRMA A RTAR ROC B, FHMERFILE A4
S REATPAY, B ROC B 28 VK T 2 AIRIR P 7 B % ACKID % K-means,
SVM ZMERHTHTIPMG . TRERRY, ETHHERRNARRUEEN
TR, RBHIIBRIBEHER.
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REH. FBit, REARRAEEZORNE, FERLRHRE, EYHIREaY
HRH—MRE. ERYNWIEHRLAEDT:

(1) RERAAARRBRLAMELER, MEARRRANEN, HHITA
ERMEMPFAARRLHFENRE. HHETREOARRAEE TR
HR S, REETEREREHAFRRHE S ACKID.

() BEMESEIEFFS, BENFEIRENATRRBREIIES. X3
S BB BAMNETRIRICEE SR CEIENLAHKXR, KA FarthestFirst ¥
L EEEETIR G, D RAFIERARE AR KEEEEM L.

(3) %4 KDD Cup99 BEH, STETENEREMHARB R L ST
2. TERHE: HE ROC MIRAETEEBEANARRUE LM IEMAGIRE.
TSR REAFE. VAETEAMELHEBRA—(LHE.

TELRBP, W ACKID, K-means A1 SVM =F &k, i ACKID B A
EXTHARITANEI B, HHBRAKDHARITH.

TRS
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(1) EEERAEE BRI S AR RS, ATER ACKD
HERARBEEGAN, SREEBITLERNSRENRELR.

(2) K P304 57 98w 1 e M 4 2 % 45 00 4 o O IS 4 .
FarthestFirst S 57 S 00 S M7E MUK LEHIE BIOTIL A, KRB 512
SN BAER. B, $RTURAS KA FathestFirst, B EEEEMSKIE
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(3) &€ KDD Cup HE LM AT EMHERE. SFEXRNGE, EHEE
BT X NMERSED, ERAHRRNMESREANESHNAHEBRERE
HREINRITR.

() YL REEZHRFTHEERITIR, BEEEEHTLROMETE
B, BEEEFER TR ERR ISR E RN E, LRSS )8 Fkdr,
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M. KDD Cup99 #UBRERMEIFEL L

% KDD Cup99 UM, RET 41 MNRESE, 4542, EAREE,
WERNE. REEME. TAARELE. WRLT:

Mkl EXRHESR

F 5 R % £ wREA %8
1 duration gt (8] A continuous
2 protocol_type iR, wmtcp, udp discrete
3 service H A PSR %, Whttp, telnet3s discrete
4 flag MEER RE discrete
5  src_bytes WS E RSN continuous
6  dst bytes ME BB ERERNFRE continuous
7 land giﬂg MEARODHFRSEAL & o
8 wrong_fragment HRSRPHE continuous
9  urgent ReaEm%E continuous

“discrete" BB BB,

k2 AFAHE

“continuous” R RELMHE. LUTH.

R # £

F 5 #akER %
10 hot “hot” R B4 continuous .
11 pum_failed_login %ﬁi&ﬁﬁ:ﬁﬂ‘ﬂ‘ﬁ continuous
12 logged in BREBFHRLK/0) discrete
13 num_compromised “compromised” %+ 0% B continuous
14 root_shell R R T EE Rshell(1/0) discrete
15 su_attempted 7 Zhsu rootfir £17(1/0) discrete
16  num root FABE R ERARY continuous
17  num file creations B HREHEE continuous
18 num_shell shel i~ FH¥H continuous
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&2 AAERMEE

19  num_access_files X FF BRI ISR 1R SR IR continuous
20  num_outbound cmds Efph S REKM LR continuous
21 is_hot login BRET R T hot"FIR(1/0) discrete
22 is_guest login £ Ll“guest” TR (1/0) discrete
fE3 RERESE

F g |- 2 #HRMER -3}
23 count BB AT R— MR U AEESE continuous
24  srv_count PP RS SRR ERE continuous’
25  serror_rate WHSYN#RIEZRF S 520 continuous "
26  srv_serror_rate BRSYNHRNEER SH2H continuous
27  rerror_rate FHREPHERWEENST AW continuous
28  src_rerror_rate SHREVHREEFR ST 4 continuous
29  same_srv_rate T R—RE RIS S E 4 b continuous
30 diff_srv_rate AEREFEER ST continuous
31  srv_diff_host_rate AR ENREERSFHH continuous

Mzras EHHEREHEH

F % R #® & it fE R % H

32 dst host count HERBXME—ENREAEES  continuous
YN ELIERFA—ENF—8 ,

33 dst_host_stv_count B B continuous
34 dst_host_same srv_rate ﬁjﬂg;iﬁfﬂﬂﬁ%ﬁrﬁ] WIS &5 continuous
35  dst host diff srv_rate 2R~ ERARETRNERT 5 continuous

MBS




MEXERREMIFELRY HOR
MEk4 EHREREHE
I 1 B # 4 #REB %R
HR—ENHRER—-BHOSH .
36  dst_host_same src_port rate ERF EE A, continuous
. HR—ENMR—REEXRERE .
37  dst_host srv_diff host rate I MERF ST continuous
38  dst_host_serror_rate HHSYNHREEFRSEAL  continuous
39  dst_host_srv_serror_rate HHREVHRAERF ST W continuous
40  dst_host error_rate EHSYN#HRNEERSHSH continuous

41

dst_host_srv_rerror_rate EFREVHERNEEF S THH

continuous
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